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3.1

3.2

3.2.1

COMSAR
ordinator
ANNEX 16

Security
COMSAR
LRIT Correspondence Group: C.G.
9 COMSAR 9 17 2 7 11 Co-
LRIT CG Terms of Reference COMSAR 9/19

TERMS OF REFERENCE FOR THE CORRESPONDENCE GROUP ON LRIT

The Correspondence Group on Long-range Identification and Tracking of Ships, taking into account the
instructions, decisions of, and comments and proposals made by COMSAR 8, MSC 78, MSC 79, COMSAR 9

and MSC 80,

1

should consider and make recommendations on:

the need for multiple copies of the LRIT international database, widely distributed around the

world in order to ensure that the database is robust and able to withstand equipment failure;

the requirement for provision of data security including data encryption, authentication and

physical security;

whether a Contracting Government should be permitted to request LRIT information directly
from an LRIT Tracking Service on any ship for which they are entitled to obtain LRIT
information, or whether requests for information directly from LRIT Tracking Services should be

limited to Administrations seeking information on ships flying their flag;

whether the LRIT Data Centre or LRIT Tracking Services should have the capability to archive

LRIT information, and if so, for how long;
protocols for the destruction of archived LRIT material after a time period to be determined,

whether or not there should be a limitation for LRIT information latency, and if there should be,

what that limitation should be (Five minutes? One hour? Near real time?);

which requirements related to LRIT should be included in the SOLAS provisions and which
should be included in the performance standards for LRIT, so as to avoid conflicting or

overlapping requirements;

all system architectures that will meet LRIT performance requirements (potential service



providers are encouraged to provide information in this regard); and

9 the ability of Contracting Governments to vary the LRIT information reporting rate from ships.

3.2.2
COMSAR 10/10 8.2
3.2.3 LRIT MSC/WG
LRIT 2005 5 MSC 80 SOLAS XI1-2
SOLAS A% 2005
10 17 19 MSC WG MSC 81/5/1, Measures to
enhance maritime security, Outcome of the MSC/ISWG/LRIT, Note by the Secretariat
WG 2006 5 MSC 81
WG
® LRIT SOLAS XI-2 SOLAS \Y
® WG
WG SOLAS \Y Circular Letter 2643
MSC 81 2008 1 1
LRIT IMO
3.3
2005 11 5 "Seabourn Spirit" Tonnage: 10,000, Length: 440 feet, Width: 63 feet,

Draft: 16.5 feet, Speed: 18 knots, Passenger Capacity: 208 guests, Crew Capacity: 150
LRAD Long Range Acoustic Device

non-lethal weapon

"American Technology Corp."
"American Technology Corp."
15° 30° 84cm I m
151 1000 W/m’ 300 500 m 300 m
105 20 kg
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Homeland Security
States Government Manual 2005/2006
(United States Coast Guard)

DHS

5.1

18

® 52

CBP (Customs and Border Protection)

7 CBP

2005 1

DHS

DHS

11

DHS: Department of
The United
USCG

TSA (Trasnportation Security



Department of Homeland Security

Special Assistant to the Secretary United States
Private Sector Coordination Coast Guard
- - - Secretary
Office of the National Capital Region | | Inspector
Coordination General
Deputy Secretary
Office of State and Local Government | | General
Coordination and Preparedness Counsel
Citizenship & e
L . L Civil Rights and
Office of Legislative Affairs — Imsmlg.ratlon Civil Liberties
ervices
Office of Public Affairs — Citizenship & Privacy Office
Immigration
. - Service United States
Office of International Affairs — Ombudsman Secret Service
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5.1 51 52 53
5.1
Abb. Organization
DHHS Department of Health and Human Services
DHS Department of Homeland Security
DOD Department of Defense
DOE Department of Energy
DOT Department of Transportation
CBP Bureau of Customs and Border Protection
CDC Centers for Desease Control and Prevention
FDA Food and Drug Administration
TSA Transporation Security Administration
SCST The Strategic Council on Security Technology
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5.4 24
54.1 24 @

CBP 2003 12 5

2002 Trade Act of 2002 343
24-hour Advance Vessel Manifest Rule 2004 1 5
2004
2005 10 5.2
3)
NVOCC: Non Vessel Operating Common Carrier
24
24 24
24
24
(A)(B) (A)
24 CSI Container Security Initiative
24

14

(B)



5.2
TABLE 2—SUMMARY OF RULE BY MODE

Section 343, Trade Act of 2002
Advance Electronic Cargo Information

Mode In/ | Data Transmittal timeframes Responsible Length of transition period after

Out | System NPRM Final Rule parties publication of final rule

AIR & In Air  |(a)| 4 hrs, or same as (a) |Air carriers |90 days. However, CBP could delay
COURIER AMS ((b)|"wheels up" | NPRM (b) |Importer or |the implementation at a given port
from certain its broker until the necessary training has been
nearby areas (c) |Freight provided to CBP personnel at that port.
prior to arrival forwarder Also, CBP could delay the effective
in US (d) |Express date if any essential programming
consignment | changes to the approved data
facility interchange system were not in place.
(e) |Other air
carriers

Out | AES |2 hrs prior to same as Exporter Current AES exporter reporting
departure from NPRM requirements will be employed on an
US interim basis, until the AES

Commodity Redesign Project is
developed pursuant to Census
regulations due to be issued in 2004.
RAIL In Rail |2 hrs prior to same as Rail carrier 90 days after rail AMS is operational at
AMS |arrival in US NPRM port.

Out | AES |4 hrs prior to 2 hrs prior to | Exporter Current AES exporter reporting
attachment of arrival at the requirements will be employed on an
engine before border interim basis, until the AES
going foreign Commodity Redesign Project is

developed pursuant to Census
regulations due to be issued in 2004.
VESSEL | In | Vessel |24 hrs prior to same as (a) | Vessel Parties to be automated on vessel AMS
AMS |lading at foreign |NPRM carriers within 90 days at all ports where their
port (b) |[NVOCCs vessels arrive.

Out | AES |24 hrs prior to 24 hrs prior to | Exporter Current AES exporter reporting

departure departure from requirements will be employed on an
US port where interim basis, until the AES
cargo is laden Commodity Redesign Project is
developed pursuant to Census
regulations due to be issued in 2004.
TRUCK | In | FAST, |(a)| FAST: 30 same as (a) |Truck 90 days from the date CBP has
mins NPRM carriers officially notified affected carriers by
PAPS, |(b)|Non-FAST: 1 (b) |Importer Federal Register publication that an
BRASS hr prior to (¢) |Customs approved data interchange is in place
, or arrival in US broker and fully operational.
CAFES
Out | AES |1 hr prior to same as Exporter Current AES exporter reporting
border crossing | NPRM requirements will be employed on an
interim basis, until the AES
Commodity Redesign Project is
developed pursuant to Census
regulations due to be issued in 2004.
5.4.2
5421 24
24 24 CBP
[ J
[ J

15




® B/L

e UN No.

"general cargo" "said to contain" "consolidated cargo"
5.3
http://www.jmcti.org/C-TPAT/vol.1/2003/data39/24hour_faq3.doc

5.3

Not Acceptable Acceptable
Apparel, Wearing Apparel
Ladies' Apparel, Clothing, Shoes, Jewelry (may include watches)
Men's Apparel
Appliances Kitchen Appliances, Industrial Appliances, Heat Pump
?;r'iosparts New Autoparts, Used Autoparts
Caps Baseball Caps, Blasting Caps, Bottle Caps, Hub Caps
Chemicals, hazardous Actual Chemical Name (not brand name),

Chemicals, non-hazardous U.N. HAZMAT Code Identifier No.
Computers, Consumer Electronics, Telephones

Electronic Goods Electronic Toys (can include Gameboys, Game Cubes, Dancing Elmo

Electronics Doll etc,), Personal Electronics (PDA's, VCR's, TV's)

Equipment Industrial Equipment, Oil Well equipment
Automotive Equipment, Poultry Equipment etc.

Foodstuffs Oranges, Fish, Packaged Grain, Bulk Grain

Iron Iron Pipes, Steel Pipes

Steel Iron Building Material, Steel Building Material

Machines Sewing Machines, Printing Machines

Plastic Goods Plastic Kitchenware, Plastic Houseware, Industrial Plastics, Toys

Scrap Plastic Scrap, Aluminium Scrap, Iron Scrap

Tools Hand Tools, Power Tools, Industrial Tools

5.4.2.2 WCO

WCO: World Customs Organization

"Framework of Standards to Secure and Facilitate Global Trade

16



4
[ J
[ J
[ J
[ J
543 24
CSI
5.4.4
24
NVOCC
545 24
2005 10
24

CSl

CSI

do not load

CSI
CSI
NVOCC
FAX
2002

24-72

5.5 Customs Trade Partnership Against Terrorism (C-TPAT)

55.1 C-TPAT

C-TPAT 2002 4

16

U.S. Customs

2005

12

do not load

FAQ

C-TPAT

CBP

HS



CBP

C-TPAT

"C-TPAT Security Recommendations"

TPAT

C-TPAT

55.2 C-TPAT

35

1) C-TPAT

2

(3) C-TPAT

“)
C-TPAT
C-TPAT
12 %
5,500

553 C-TPAT

2004 CBP "Strategic Plan"

TPAT
1/4

e C-TPAT

CBP
4 DHS
8000
CD-ROM
E-mail
C-TPAT
C-TPAT
2004 20 %
CBP 1000
CBP
1/6
CBP

Assigned Account Manager

C-TPAT

18

2004

CBP



e ACS Automated Commercial System C-TPAT

) C-TPAT CBP "credit "
L J C-TPAT Office of Strategic Trade (OSC)
ISA: Importer Self-Assessment Program ACE  Automated Commercial
Environment
e Status Verification Interface C-TPAT
e C-TPAT CBP C-TPAT
2005 4 Smart Box
C-TPAT

554 C-TPAT

C-TPAT

C-TPAT

555 C-TPAT

C-TPAT @ C-TPAT
2004 2
1 2 3 4

1

2002 4 16
210 C-TPAT
7 15 274

2002 7 15

2002 8 26 NVOCC

19



2005 12

Freight Consolidators AIR CARRIER
2005 3 C-TPAT
3
"STRATEGIC PLAN" C-TPAT 7400 40 %
C-TPAT C-TPAT
556 C-TPAT
" Strategic Plan" 5 Objective
Goal 1: C-TPAT C-TPAT

Objective 1.1: C-TPAT

Objective 1.2: C-TPAT

Objective 1.3:  C-TPAT C-TPAT

Objective 1.4:

Goal 2: C-TPAT

Objective 2.1: C-TPAT

Objective 2.2:

Objective 2.3:

Objective 2.4:

Objective 2.5: C-TPAT
Goal 3: C-TPAT

Objective 3.1:

20



Objective 3.2:

Objective 3.3:

Objective 3.4:

Goal 4: CBP

Objective 4.1:
Objective 4.2:
Objective 4.3:

Objective 4.2:

Goal 5: C-TPAT

Objective 5.1:

Objective 5.2:

Objective 5.3:

55.7 C-TPAT

C-TPAT

WCO
WCO

FAST(Free and Secure Trade)

CBP CSI

CBP DHS

CBP

C-TPAT

C-TPAT
CBP Modernization Office

2003 1 23 C-TPAT

C-TPAT Validation Process Guidelines

C-TPAT 3

C-TPAT

Border Security and Facilitation, Office of Field

Operations Executive Director

C-TPAT

4400 10% 9
C-TPAT 1 C-TPAT

21



5.5.8

Assigned Account Manager C-TPAT
C-TPAT
559 C-TPAT
C-TPAT
® C-TPAT
5 C-TPAT
Security Procedure
(_J
[ _J
e 2003 10 1 2004 9 30
160
® C-TPAT
CBP
2003 3
® C-TPAT
C-TPAT
C-TPAT
Goal2 C-TPAT
9.11 CBP 4
C-TPAT
5.6 Container Security Initiative (CSI)
561 csl©®
CSI US Customs
CSI

22

1400

MOU

C-TPAT



tradelane

DHS Department of Homeland Security:

CBP Customs and Border Protection

CSI

CSI

CsI
[ J

ATS
24

[ J
[ J
[ J
5.6.2 CBP

CSI
5.6.3 CSI

CBP

Inspection: X
CBP

C-TPAT

564 CSI

CSI

90 %

Automated Targeting System

54.2

CSI

CSI

CBP

CSI

CBP

23

pre-screening

CSI

2004

CSI

CSI

900

CSI

NII
CSI

CBP

CSI

Non Intrusive



5.6.5

2005

CSI

CSl
1
2002  CSI 3 2
20 19
2003 3 24 10 CSI
CSI
2
2003 1 8 CSI 20
80%
CSI
DOE: Department of Energy
DOE
"Dirty Bomb" CSI
11
2005 11 22 CSI 41 CBP
Fact Sheet
Halifax, Montreal, and Vancouver, Canada (03/02)
Rotterdam, The Netherlands (09/02/02) Le Havre, France (12/02/02)
Marseille, France (01/07/05) Bremerhaven, Germany (02/02/03)
Hamburg, Germany (02/09/03) Antwerp, Belgium (02/23/03)
Zeebrugge, Belgium (10/29/04) Singapore (03/10/03)
Yokohama, Japan (03/24/03) Tokyo, Japan (05/21/04)
Hong Kong (05/05/03) Gothenburg, Sweden (05/23/03)
Felixstowe, United Kingdom (U.K.) (05/24/03)
Liverpool, Thamesport, Tilbury, and Southampton, U.K. (11/01/04)
Genoa, Italy (06/16/03) La Spezia, Italy (06/23/03)
Livorno, Italy (12/30/04) Naples, Italy (09/30/04)
Gioia Tauro, Italy (10/31/04) Pusan, Korea (08/04/03)
Durban, South Africa (12/01/03) Port Klang, Malaysia (03/08/04)
Tanjung Pelepas, Malaysia (8/16/04) Piraeus, Greece (07/27/04)
Algeciras, Spain (07/30/04) Nagoya, Kobe, Japan (08/06/04)

Laem Chabang, Thailand (8/13/04)
Dubai, United Arab Emirates (UAE) (03/26/05)

24

20

CSI



Shanghai (04/28/05) Shenzhen (06/24/05)

Kaohsiung (07/25/05) Santos, Brazil (09/22/05)
Colombo, Sri Lanka (09/29/05) Buenos Aires, Argentina (11/17/2005)
CSI
o X NII Non-intrusive equipment
[ _J
[ _J
e CBP
[ _J
[ _J
5.6.6 CSl
CSI
1 130 170
X 2000 9 11 45 135 2003 9
1 CSI 2003 10 1
2004 9 31 6200
CSI
CSI
5.6.7 CSI ©
GAO: U.S. Government Accountability Office 2004
CSI 35% 28 %
CSI
GAO CBP
7 CSI CSI
1.95 % 17.5%

25



5.7 Operation Safe Commerce
5.7.1  Operation Safe Commerce @

Operation Safe Commerce

DoT: Department of Transportation

Protection

Security 2004 7 OSC
Preparedness  ODP DHS
Government Coordination and Preparedness SLGCP
111 ODP  SLGCP
DHS

CBP: Customs and Border

DHS: Department of Homeland
TSA Office for Domestic
Office of State and Local
OSC
SLGCP

DHS 4 U.S. Coast Guard Border and Transportation Security Directorate

CBP Transportation Security Administration OSC III

5.7.2 Operation Safe Commerce
Operation Safe Commerce

L g Operation Safe Commerce

e 0SC

26

2005

OSC

4 1 2006



5.7.3

(1) OSC &1l

2002 2800
3
Operation Safe Commerce
2750 1370 1380
296 5800 21
54 55 OSC 1&II
2004 10
18
Office of Domestic Preparedness(ODP) 2005

27

2003



5.4 Tacoma / Seattle Load Center Schedule

OPERATION SAFE COMMERCE COOPERATIVE AGEEEMENT PROGRAM

Full Funding Plan for 58,000,000
Round I and IT Selections
Distribution Plan
Amouant
Applicant Name ST Proposal Title Recommended
[Fori of Los AngetesiLong Beach A |PSA- Singapore Hub Supgly Chain $3,528,500 $3,528,500
Boeing - SlobalSeowe Demonstration Projedt for Port of
Port of Los AngelesiLong B=ach CA |LAand Portof LB 54,221,559 7,750,356
Port of Los AngelesiLong Bsach CA_|Umisys - 05C Demonstration Project Teams 55,196,697 $12.347 053
Sandia Mational Labs - Security Efeciveness
Port of Los AngelesiLong B2ach CA  |Assessment for 05C 750,000 $13.697 053
0500200211 [Pon of TacomaiSeamie WA [Inmcicg 51,968, 149) 15,565,193
05C-0200204  [Pon of TacomaiSeatie WA [SAIC 4 - Bangkok 53,847 05 $19.513 228]
O5C-02002407  [Port of TacomaiSeatie WA |SPC 1-MNagoyz, Japan §1,842 154 §21,355 412

L1k

E 05C-0200203  [Pon of TacomaiSeatie WA [SAIC 1 - Guatemala 52852 57 $24,008,091

w

of [|05C-02-00205  |Pon of TocomeSeatie WA |Tioga Group 2- China, Hong Kong 51,114,633 525,122 784

L1+

E 0SC-0200202  [Pon of TacomaiSeame WA M=k 2 - Malaysia 53,768,000 $28591 784

(%]

& |oscazoeedt  |FonoiTacomaiseme WA [BVSE 3- Yokohama §3,816,550) $32,708 674
OSC02-002-06  |Pon of TacomasSeame wa_[BVSE 1 -Barby (Germany) $4,071,024 §36 779 97
05C-02002-12  |Pont of TacomarSeatte W [Unisys - Tawan %3684 534 $40,464 533

Por of TacomarSeatie W |Baseline Project Manogement Fee TED, 739 §41.225 272

~, |05C02003-13  [The Po Authority of NY & NJ WY |Systems Planning Corp. - Turkey - NY - ME §1,556.204) 42821 478)

L+

g 05C-02003-03  [The Port Authority of MY & NJ Ny |Parsons Brinckarhoff - Turkey -NYNJ §2,096.000) s-u.gﬁ,ml

=2

5 OSCO200306  [The Port Authority of MY & MJ Ny |ntegrated Security Saksfions $1,700,000) s-us.sﬁ,ml

=

o8 |OSCO200304  [The Port Authority of MY & NJ Ny |Urisys - Sanios, Brazi Supply Chan 52,851,021 49 465 £99

-

[

>°_ 0SCO2-003-11  [The Port Authority of NY & NJ WY |UMISYS - Karachi, Palistan Supply Chain 52,882 544 §52351 042

z Boeing - Giobalsecwe Aroraft Pans -

g 0SCO2-003-09  [The Port Authority of NY & MJ NY |SCotand/UKINYIChicagoTacomEvenatt 52,093 000) §54. 444 042

The Port Autharity of NY & NJ NY |Fixed PM Costs for PA $600,000 $55044 D42
Projscts For 58
Million Spend (Gramt Program Administration Costs
Plan [ Transportation Security Labaratory) hational Cocedingtor 42,555,554 $58,000,000]
5.5 Container Arrival Schedule
June -
TEAM MAR APR MAY Augus Total
t
BVSG Barby 8 12 10 30
BVSG Yokohama 100 100
SAIC Bangkok 54 54
SAIC Guatemala 12 31 43
Unisys Taiwan 15 34 15 0 64
Maersk Malaysia 1 0 0 89 90
SPC Nagoya 3 4 53 60
Innolog Hong Kong 10 10
Tioga China 5 75 80
Total 16 45 48 422 531
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2005 2 5.6
5.6
Supply chain analysis Sep — Jan, 2004 100 %
Design & development Nov — March, 2004 68 %
Prototyping & evaluation Feb — April, 2004 61 %
Testing & evaluation March — July, 2004 19 %
Team Final Reports to PNWLC Aug 31, 2004
Project summary & reports to TSA Oct 31, 2004
TSA 2004 10 31
2) osc n®
OSCT1& 11
OSCI & 11 2005 ““A bill to improve
cargo security, and for other purposes"  Sec.11(c) 0SC
e (vehicle)
(non-intrusive inspection equipment)
e (test physical access control
protocols and technologies)
e (Intermodal transfer point) DHS
National Targeting Center
roll-on/roll-off
3 |
Operation Safe Commerce OSC III
DHS 520 670 520
1,710 OSC 2007 2012
2,500 ©
5.8 Port Security Grants
5.8.1 Port Security Grants
Port Security Grants PSG
2002 TSA the Maritime Administration MARAD

29



the U.S. Coast Guard USCG 2004 The Office of State
and Local Government Coordination and Preparedness SLGCP SLGCP
Office for Domestic Preparedness ODP USCG IAIP BTS TSA MARAD
AAPA Port Security Grant 1,200

5 6 PSG

2007 2012 4 PSG
5.7
5.7 Port Security Grant Program
Program Lead Agency Amount Awarded Characteristics

Port Security  TSA FY 2002: Competitive grant award process.

Grant Program (USCG and Ist round-$92 million Intended for enhanced operational and
MARAD FY 2003: facility security at ports, port facilities and
participate 2nd round-$169 vessels.
also) million

FY 2004:
3rd round-$179
million
4th round-$49.4
million

Urban Area ODP FY 2003: Discretionary for large high-threat urban

Security $75 million areas.

Initiative Separate from its basic UASI program
which provided formula grant to 50 urban
areas for equipment, training, planning,
exercise, operational needs, and critical
infrastructure protection, ODP awarded port
security grants to 14 high risk port areas.
ODP collaborated with TSA and the Office
of State and Local Government
Coordination to identify the eligible port
areas. TSA provided ODP with applications
from its previously reviewed pool of
application

MTSA Grant MARAD $0 Fair and equitable allocation of grants.

Program Intended to offset the cost of implementing

(unfunded) MTSA mandated facility and area maritime
security plans including equipment,
personnel, and other security related costs.

5.8.2 Port Security Grants

Port Security Grants 66

IAIP

30

ODP USCG

Risk = Consequence > Vulnerability > Threat

5.8



5.8 PSCG

Albany, NY
Anchorage, AK
Baltimore, MD
Baton Rouge, LA
Beaumont, TX
Boston, MA
Bridgeport, CT
Camden, NJ
Charleston, SC
Chattanooga, TN
Cincinnati, OH
Corpus Christi, TX
Freeport, TX
Greenvo;;e, MS
Honolulu, HI
Houston, TX
Huntington, WY

f’@ Transportation Security

Ii'-. 7/ Administration

66 Port Areas Eligible for Consideration of Funding

Jacksonville, FL
Kansas City, MO
Lake Charles, LA
Long Beach, CA
Los Angeles, CA
Louisville, KY
Memphis, TN
Miami, FL
Milwaukee, WI
Minneapolis, MN
Mobile, AL
Nashville, TN

New Heaven, CT
New Orleans, LA
Newport News, VA
New York/New Jersey
Norfork Harbor, VA

U. S. DEPARTMENT OF HOMELAND SECURITY
Transportation Security Administration

Oakland, CA
Pascagoula, MS
Pensacola, FL
Philadelphia, PA
Pittsuburgh, PA
Plaquemines, LA
PortArthur, TX
Port Canaveral, FL
Port Everglades, FL
Port Hueneme, CA
Portland, ME
Portland, OR
Portsmouth, NH
Providence, RI
Richmond, CA
San Diego, CA
San Francisco, CA

Protecting Our Ports
Operation Safe Commerce and Port Security Grants

Savannah, GA
Seattle, WA
South Louisiana, LA
St.Louis, MO
St.Paul, MN
Tacoma, WA
Tampa, FL
Texas City, TX
Tulsa, OK
Valdez, AK
Vancouver, WA
Vicksburg, MS
Victoria, TX
Wilmington, DE
Wilmington, NC

Operstion Safe Commerce

51,000,000 +

$500,001 - 1000 000

Amams Awwded As Past of
Pt Seaunty Gt Roesd 11

$500,000 + e

54 OSC PSG
5.8.3  Port Security Grants (10)
Port Security Grants FY2005 DHS 150,000,000

FY2005

non-conventional threat

31



IEDs

IEDs
59
5.9 Port Security grant Projects Round 1,2, & 3
Round 1, 2 & 3 Combined
Project Type . Percentage . Percentage
No. of Proj. of Proj. Funding of Funding
Assessment 46 4.70 % $7,758,483 1.76 %
Proof of Concept 19 19.4 % $11,494,051 2.60 %
Assecc Control 208 21.27 % &104,331,638 23.61 %
Communications 30 3.07% $22,268,166 5.04 %
Physical Enhrncements 340 34.76 % $172,241,350 38.98 %
Surveillance 293 29.96 % $111,200,437 25.17 %
Vessel/Vehicle 42 4.29 % $12,529,659 2.84 %
Total 978 100.00 % $441,823,784 100.00 %
5.9 an
(N Assessment multiple terminals
(2) Proof of Concept
3) (Access Control) (identification systems)
4) (Communications) (command and control system)
) (Physical Enhancement)
(6) (Surveillance) CCTV
@) (Vessel/Vehicle) I

5.9 Smart and Secure Tradelanes (SST)
59.1 SST

SST

SCST: The Strategic Council on Security Technology

32



5.9.2  SCST (The Strategic Council on Security Technology) *?

SCST

593 SST (13)

SST

594  SST

SST DoD

595 SST

SST

2002 7 SST

14

45 750

2003 5

1000

33
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18

SST CBP TSA DOT IMO WCO
1
2
2003 11 12 SST 2 2004
72
2
SCST Gen. John Coburn 2
2 (13)
e RFID 5.5
® C(CSI

e INMMARSAT

5.9.6 ISO

SST
2003 SCST ISO/TC8
ISO
SST ISO

34
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[ J
SST
[ J
[ J
[ J
[ J
ISO/TC 8
5.10 Smart Container Initiative
5.10.1
2003 CBP C-TPAT
CBP 2004 1 1
4 5 CBP
2005
"CBP TODAY Nov/Dec 2005" 2 2005
9 2 14  C-TPAT 19
3 6 CSI 1500
5.10.2
CBP
CBP
CSI
C-TPAT
2005 10

"Cargo Security Enhancement Act of 2005"

35

C-TPAT

Section



CBP

5.11
5.11.1

Public Health Security and Bioterrorism Preparedness and Response Act of 2002 2002

5.11.2 o
140
[ _J
[ _J
[
[ J
Department of Health and Human services CDC: Centers for Disease Control
and Prevention Bacillus
anthracs Smallpox 2 2
2 CDC
5.10 A, B, C

36



an

510 CDC

A B C
0-157
Q
B
5.11.3
2000 9 11 10 5
2002 6 12
Department of Health and Human services
FDA: Food and Drug Administration
(18)
Raw agricultural commodities
FDA 5.11
5.11
Registration of Food Facilities 2003 12
Prior Notice 2003 12
Administrative Detention 2004 5
Records Maintenance 2004 12

CBP: Customs and Border Protection )

FDA FDA  CBP 2003 12 12 8
5.11.4
2005 9 28 DHHS: Department Health and

37



Human Services

DHS

FDA

The U.S. Public Health Service

38

2003

5.5

(20)

10
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FDA

agent

FDA CBP

FDA 2005 1 18 238,129
107,043 131,086 FDA
420,000
5.6
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5.12

Mutmber of Mutnber of Mumber of
Couniry Name Fegistrations Country Name Fegistrations Country Name F.egistrations
ALBANIA 23 |GRENADA 21 |PAMANA 394
AMTIGUA AND PAPUA NEW
BARBUDA 15 |GUADELOURE 17 CUINEA a0
ARGEMTIMA 1,904 | GUATENALA 749 |PARAGUAY 10a
ARNEMLA 63 |GUINEA 64 |[PERL 1,245
ARTTBA 14 |GUTVANA 175 |FHILIFPINES 958
AUTSTRALLA 2,585 [HAITI 76 |POLAND 1,019
AUTSTRIA 585 |HOMDURAS 557 |PORTUGAL 671
AFFRBALTAN 18 |[HONG KONG, CHIMA 1,186 |REUMICH 18
BAHANAR 51 |[HUNGARY 300 |RODIAMLA 105
RITSGIAN
BAMNGLADERH 146 (ICELAND 261 FEDERATION 035
BARBADOSZ 51 [IMNDIA 2,771 |[EWANDA 17
SAINT KITTS AND
BELARITS 35 (INDOMESIA 1,049 NEVIS 15
[RAN (ISLAMIC
BELGIULL 758 REPUBLIC OF) 112 |BAINT LTICIA 18
SAINT VINCENT
BELIFE 44 |IRELAND 350 |&MD THE 23
GREMNADINES
BERLIUDA 13 |ISRAEL 657 | BAMDA 15
BOLIVIA 145 [ITALY 8,313 [SAUD] ARARIA 49
BOSHLA AND
HERZFGOVINA 42 |IVORY COAST 202 |BEMEGAL 33
BEARIL 2,643 |JTAMAICA 386 |BIERRA LEONE 14
BULGARLA 313 |JAPAN 16,579 [BINGAPCRE 426
BURUNDI 14 |JORDAN gy | PLOVAKIA (Slovak 50
Fepublic)
CAMBODLA 10 |[KEHYA 197 |BLOVERTLA 65
KOREA,
CANMEROON 34 DEMOCEATIC 19 ?iﬁgN 13
PECOPLES REPUBLIC
CANATA 10,184 ISEREA REPUBLIC 2,046 |BOUTH AFRICA 951
CAYMAN [SLANDE 11 |[KITWVAIT 16 |SPAIN 3.305
CHILE 2,807 |[LATVIA 70 | BRI LAMELA 326
CHIMNA 10,737 |[LEBANCH] 167 |BUDAN 10
COLOLBLA 2,081 |LIBERIA 13 |SURINAME 23
COMOROE 11 |LITHUANIA 121 |EWAZILAND 10
CODK IELANDE 10 |LIHEMBOURG 26 |EWEDEM 241
COSTARICA 985 |WMACEDOMIA 58 |EWITEERLAND 697
SYRIAN ARAR
CROATIA 91 (MADAGARCAR 58 RFPUBLIC 91
CYPEUS 54 |WIALAWI 39 | TAIWAN (CHINAY 1,771
CFECH EEPUBLIC 194 |WMALAYSLA 685 | TANZAMNIA L
DEMMARK 427 WAL TA 10 | THAILAND 1,832
DOMINICA 28 |[MARTINIQUE 10 | TONGA 32
DOMINIC AN TRIMIDAD AND
RFEUBLIC 547 |WAURITAMIA 13 TOBAGO 200
ECUADOR 3.136 |[WMAURITIUS 35 |TUNISLA 57
EGYPT 269 |WMEXICO 8453 |[TUREEY 203
TURKS AND
EL SALVATOR 436 |MOLDOVA 41 CAICOR TELANDE 12
EZTOMNLA 66 [MOROCCO 256 |UGANDA 57
ETHIOPLA 142 |[MORAMBIQUE 19 |UERAINE 37
THITED AFRAR
FARCE [SLANDS 27 [MAMIBLA 38 EMIRATES 150
FLII 121 |MEPAL 15 |UNITED EINGDOI 2,073
FINLAND 169 |METHERLANDS 1,100 |UNITED STATES 107,043
METHERLAMNDS
FRAMNCE 9.193 ANTILLES 23 (URUJGUAY 3ar
FEENCH POLYNEZSIA 41 |MEW ZEALAND 1,796 |UZBEETS TAN 10
GECRGIA 53 |[MICARAGUA 359 |VENEZUELA 33
GERMANY 2,640 |[MIGERIA 152 |[WVIET MAM 4,233
VIRGIN [SLANDE
GHAMA 257 |MORWAY 523 (BRITISH) 25
GREECE 622 | OnIAT 17 | YEMEN 16
GREENLAMND 2§ |[PAKISTAN 261 | YUGOELAVIA 144
ZIMBABWE 23
Total Registrations 238,129
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5.11.5

FDA 2003 12 12

2004 10 1 2005

CBP
2004 12

Automated Commercial System

FDA
77%

Interface
5.7

5%

PN

1400000
1200000
1000000

800000
600000

400000
200000

0

Sea
5.7

ACE

9 30

2
CBP

22%

170,000
2005

ABI/ACS
FDA PN

50 %

Rail

5.13

5.13

FDA

43

Road

FDA

FDA
FDA
FDA
900

2003 12
Automated Boker Interface of the
Prior Notice System

11 % PNSI

| PNSI Oct-Dec
@ ACS Oct-Dec

Air

CBP ACE

o



FDA
PN FDA
PN

Y CBP CBP Identifier

e FDA

5.11.6 @4

2003 12 12 8
FDA  CBP

5.14 5.16

C: (PN) 3

(2)
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FDA FDA

FDA District Director

(23)

FDA FDA
FDA
FDA

30

detained article of food

FDA

FDA
FDA
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5.11.8

2004 12 FDA
FDA
FDA
4
6 2
1 1
5.17
5.17
60
6 6
60 6
1 1
6 2 1
1 1
FDA
5.12 WCO

5.12.1 WCO (24). (25)

WCO 165
WCO

1999
6 WCO

47



2001 9 11

ISCM

2004 WCO

Facilitate Global Trade
12

WCO

5.12.2 ISCM @7

ISCM Integrated Supply Chain Management

ISCM 3

Authorized Supply Chain
5.9

2002

48

WCO
6 WCO
WCO
2004 6 WCO
ISCM

WCO

Framework of Standards to Secure and
(26)

20056 6 WCO

Authorized Trader
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" Authorized Supp

5.12.3 Framework of Standards to Secure and Facilitate Global Trade

Framework of Standards to Secure and Facilitate Global Trade

WCO
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ly Chain"




WCO

Customs-to-Customs C to C Customs-to-Business C to
B WCO
WCO

WCO
ISMC

[ J

[ J

[ J

Non Intrusive Inspection:NII

ISMC

e Authorized Economic Operators:AEOs

WCO

50



e
e
e ISCM
e
ISPS b1630-37
e ISO/PAS 17712
o WCO UCR  Unique Consignment Reference number:
e
ICT WCO WCO Customs Compendium
on Customs Computerization
e WCO
AEO
AEO
AEO
5.13 ISO
5.13.1 ISO
ISO 2004 6 Technical Management Board Security

51



ISO/TMB Advisory Group on Security
Security 2005 4 Security
TCS8

e ISO/TC 104 (Freight Containers, also TC122 JWG)
] ISO/TC 154 (Business & Administration Processes & Data)
e ISO/TC 204 (Intelligent Transport Systems — Road)

e ISO/IEC/JTC1 - SCs 27 (IT Security), 31 (ID & Data Capture), 32 (Data Management), and 37

(Biometrics)
e ISO/TC 34 (WG 8) (Food Security Management)
e ISO/TC 68 (SC 2) (Security Management/Banking & Financial)
ISO Security

5.13.2 ISO/TC 8

ISO/TC 8/SC 11 ISO
PAS: Publicly Available Specification 20858 - Ships and marine technology — Maritime
port facility security assessments and security plan development ISO PAS 28001 - Best
Practices for Custody in Supply Chain Security ISO/TC 8
ISO PAS 28000 - Security Management System for the Supply Chain
ISO PAS 28004

5.13.3 ISO PAS 20858

ISO PAS 20858 2004 7 1

SOLAS ISPS

Code

port facility security assessment - vulnerability assessment
security plan
ISPS Code Security assessment
threat security

130 performance review list PAS security

assessment

e security level
e hazard

e security incident

52



) security incident likelihood

impact
e security

security plan ISPS Code ISPS Code
A B

5.13.4 ISO PAS 28000

ISO PAS 28000 Purpose and justification
Supply chains
Security Security based management system standard
Security-management ISO 9001 ISO 14001
ISO 9000 ISO 14000

PDCA Plan - Do - Check - Action
2005 9 PAS

2006 1 31 ISO/TC 8/WG 2
ISO PAS 28000 ISO PAS 28004 "Security management systems for the supply chain
- Guidelines for the implementation of ISO/PAS 28000:2005"

ISO/PAS 28000 ISO/PAS 28001
CASCO Conformity Assessment Committee ISO ISO PAS 28003
TC 8 ISO PAS 28003
WG 2006 4
5.13.5 1SO PAS 28001
ISO PAS 28001 Purpose and justification

5.10
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ISO PAS 28000 Management System ISO PAS 28001
ISO PAS 28001 WG 2006 1
ISO/TC 8/SC 11/WG 2 2006 3 PAS
PAS 2006 4 WCO AEO

5.14 5

(1)  White House Web Page: http://whitehouse.gov/homeland/

()
http://www.mof.go.jp/finance/f1704h.pdf

(3) CBP
http://www.customs.gov/linkhandler/cgov/import/communications_to_trade/advance_info/transport_ma
trix.ctt/transport_matrix.xls

4) http://www.jmcti.org/C-TPAT/index.htm
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(7
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)
(10)

(11)

(12)
(13)
(14)
(15)

(16)
(17)
(18)
(19)
(20)
1)
(22)
(23)
(24)
(25)

(26)

27

CBP http://www.cbp.gov/xp/cgov/home.xml
2004-2005
http://www.govtech.net/news/story.print.php?id=93738

"Operation Safe Commerce Phase III, Program and Application Guidelines" by U.S.Department of
Homeland Security, Office of State and Local Government coordination and Preparedness and Office

for Domestic Preparedness
A bill to improve cargo security, and for other purposes,2005

"Review of the Port Security Grant Program" by Department of Homeland Security, Office of Inspector
General, January 2005

"Fiscal Year 2005, Port Security Grant Program, Program Guidelines and Application Kit" by U.S.
Department of Homeland Security, Office of State and Local Government coordination and

Preparedness and Office for Domestic Preparedness
SCST http://www.scst.info/
http://nippon.zaidan.info/
TransCore : http://www.transcore.com/technology/eGo.htm

P & O Nedlloyd News Archive:
http://www.ponl.com/topic/home_page/language en/newsroom/news/latest news?resourceitem no=10

516&usetemplate=archive news_item

http://www.forth.go.jp/mhlw/animal/page h/h01.html
FDA (Food and Drug Administration) http://www.cfsan.fda.gov/
http//www.maff.go.jp/kaigai
http://www.foodsafety.gov/~fsg/bac/j10least.html
FDA http://www.cfsan.fda.gov/~furls/ffregsum.html
http://japan.usembassy.gov/j/p/tpj-j20031215-51.html
JETRO http://www jetro.go.jp/biz/world/n_america/us/bioterrorism/pdf/K.pdf
http://www.mof.go.jp/finance/f1704h.pdf
WCO, Framework of Standards to Secure and Faciloitate Global Trade (June 2005)

WCO
http://www.mof.go.jp/jouhou/kanzei/kal 70712.htm

http://www.mof.go.jp/finance/f1704h.pdf
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6.1
6.1.1
(1),(2)
blast wave
terminal effects:
) terminal ballistics
6.1.2
2 1 Roe”  Riemann
FDS Flux Difference Splitting Riemann
Numerical Flux vanLeer ©
FVS Flux Vector Splitting
FVS

FDS

Navier-Stokes
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6.2

6.2.1

r

PV
pvv+pl—1
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(e+p)v—-1-v+q

a—A+V-H:I‘

ot

A Im A
yo,

A=|pv|, II=
€

yo, v

Y

= A(trD) T+ 24D, D:%{t(v.v)+(v.v)}

q=-kVT

D
T

e

trD D

p T

p=pRT =(x-1)pc,T

k(=cp/c)

0Q 6E oF oG

ot

Navier-Stokes

Cv

0,
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6.2.2

pu

P+ pU? — 7y
PUV — Ty
PUW — Ty,

(e+ p)U _Txxu _TxyV_szW_KTX

ol
PVU — Tyy
P+ pVv: -1y
PIVW—Ty,

(e+ pP)V—7yU—7yV—T,W—KT,

POW
PWU — T
PWV — Ty

P+ pW? -1

(e+ p)W_szu _szv_z-zzW_KTz

r =t p| 2 Y
Xy yx = H dy  ox )
rp =ty =g XY
yz y =H o oy 5
— (@ﬁ_“
L PV &
2 ou ov ow
Txx = — 2————— ,
3 ox oy oz
2 oV OW du
Ty=—p|2—————
3 oy 07 oOx
2 oW ou ov
Ta=—7"H 2—————
3 oz OXx oy
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RANS Reynolds Averaged Navier-Stokes equations

Reynolds
Reynolds Favre Favre
.F £
f=f+f"
- pf
f-o
P
pf " — 0
Reynolds
Reynolds
2 k—¢&

(6)

%+—apkuj :Pk+i (ﬁ+ﬂ]ﬂ _5‘95
ot an an Ok an

o ox S 7:)%%
a=—pu—"u;'§—f;a
AT = G G 1P
m=Cut,p%,

&

ov=10, C,=144, o0.=13, C,,=192, C,=0.09.

k &
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6.2.3

(M

Muppala
3 MPa
Muppala
1 Lewis 1
C
P o0 (_v, o —
~ (PO +——=(pUC) ="~ P 7~ | T .
o PO+ 5 (P0E) axk(”ska} °
_T-T,
C=x2
b~ 'u
@, T“ Tb
a_)C
a_)czpuSL%|VC’
’ b ¢
i:l+aRe?‘25(u_J [ﬁJ .
A S, Po
y | Y
q &
Qg o -,
U—g: X Yu 8’Vt_Cﬂ?
a,b,c
Lewis
046 ,\03 02
i:H'_Re?'ZS - |2
A Le SL pO
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6.3

6.3.1
1
ou of t
—+—=0, u=[U, Uy, -, U 23
= o [u, u ] (23)
BT o
ot OX ou
u n Xj u(X) f(x)
1 Xj+1/2 1 Xj+1/2
uj =HLH/2 u(x)dx, f; =% waz f(x)dx, h=Ax (25)
f(x) u f u Jacobian A n A, Aaye s An
u (23) (24)
(23)
8!11' fj+1/2 —fj_l/z (afj
=— =| — | +0O(h* 26
ot h OX /| ) (26)
fj+1/2 =fj.2 +O(h¥) fj+1/2 k
k
fi.02 FVS
fj+l/2 = f;r+1/2 +ff+1/2 (27)
FDS 2
1 Euler
p pu
ML 0, u=|pul. £=| pu+p (28)
ot ox
e (e+p)u
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6.3.2

0 1 0
ou ou 3—y
—+A—=0, A= — u?2 3—y)u -1 29
ot ox 2 B=rju 7 29
(%uz—Hju H-(y-1)u> yu
H (: (e+ p)/p) Jacobian
- 1 0
3-y
det(A—Al) = _Tu2 (3-y)u-2  y-1[=0 (30)
(72_1u2—Hju H-(y-1u> yu-2

A 3

A=u—-C, Ah=U, A=U+C (31)
c c=y\rp/p

2 TVD (23)
u_ A (u) (32)
ot OX
ul) =un +AtiR(u“),
(2) =g 1)
u u +At9{(u ), (33)

1
u =—(ul) +u®?).

(w0 )

At CFL Courant-Friedrich-Lewy
At =CFL ax (34)

man(|Uj|+Cj)'
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6.3.3

GLF

6.3.3.1 Flux Vector Splitting FVS
FVS Lax-Friedrichs flux Splitting
1 Euler
0 0
Aalop
ot OX
Jacobian
OF
A=—=RAL.
ou
A
A
A=A"+A".
A
+ 1 * *
A=), 20 =max]d
(37) (38) (30) Lax-Friedrichs flux Splitting
1
ft= E(f T RA*Lu)
(37) max Global Lax-Friedrichs
Local Lax-Friedrichs
f=f++f-
f+
1 Euler L
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(39)
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(41)

H —uc %uz H +uc

_uy-l _r-1
by = e b, = o (42)
6.3.3.2 Flux Difference Splitting
FDS FDS
FDS Roe

@ Osher @

Roe Roe

0= \/Eui + ,0|+1ui+1

’ (43)
\/E + \/ pi+1
- NELER N ’ (44)
\/E + \/,Di+1
h= e+p (45)
Yo
Jacobian A
Fa-R=A(Q.-Q) (46)

Roe Roe @
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2] if|A]> e
> p(2)=1 22+

if|A|<e
2¢
& 0.1
Osher @ Roe
Osher
~ 1 1 Ui+l
Osher fi+1/2 = 5( fi + fi+1)_§~[ui |a|du,
Roe fi+1/2 = l( fi + fi+1)_l|ai+1/2|AUi+1/2-
2 2
6.3.3.3 TVD
1
scheme for conservation laws
foo= a R R L
i+/2 = E(Uiﬂ/z +UiLy, ) - |a| (Ui+1/2 —Uiy )a
f o= ai R R L
i-y2 = E(um/z Uiy, ) - |a| (UH/z —UiZy, )a
ut :w+l&w uR :wﬂ—l&m%
i+1/2 7 s i+1/2 7
Total Variation Diminishing
TVD
Z|Uinﬁl —urt < Z|Ui"+1 + Uin|
TVD (41)
A} A7 A7 A}
van Leer 5Cui=(| I|+8) : +(| I|+£) :
|Ar|+|Ar|+2g
minmod OcUi = min mod(Ar, Ai’),
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( Ar[ +52)Ar +(|Ar|2 +52)Ai+
van Albada Ol = 2 > , (54)
|Ai+| +|Ar| +2¢&?
A,Jr = Uiy — Ui, A7 = Ui —Uj_;. (55)
minmod minimum modulus 2
sign( X)+sign
minmod(x, y): & ( )2 & (y)min(x, y|) (56)
(50) 2 TVD
6.3.3.4 TVD
MUSCL 2
2 3 Chakravarty ~ Osher'” 3
TVD One-Parameter-Family Chakravarty-Osher
1 - -
usy, :ui+Z{(1+n)Ar+(1—n)Ar}, (57)
R 1 A+ A
Uk, :um—z{(l—?])Am +(1+77)Ai+1}, (58)
A¢ =min mod (A7, SAT), (59)
A = minmod (AF, PATF ) , (60)
3
1<p<2 61)
1-n
B 77
n= Central
n=1/2 2nd-Order
n=1/3 3rd-Order (62)
n=0  Fromm's
n=-1 Fully Upwind
Chakravarty-Osher 1
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6.3.3.5 Chakravarty-Osher Euler
Chakravarty-Osher Euler
I Pi+1 — i
Af =Qin —Qi =| pinlina — pili
| G —6
Pi— Pi1
AT =Qi = Qi =| piUi — piiliy
| G —6iq
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L Jacobian
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6.3.4

(63)

(64)

(65)

(66)

Riemann
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2 1
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Yabe CCUP CIP Combined Unified Procedure
Kadioglu "
primitive preconditioner CCUP
1 2
CCUP Kadioglu "
1) CCUP CIP Combined Unified Procedure
Harlow

ICE Implicit Continuous Eulerian an
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CCUP
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&=&{1 (r=D(c/c)(p:/p-1) }Wl)
P P \/Z-\/27+(}/+1)(p2/p1—1)

Ci Cy4
P2=pPs p4/p1:20
P>/ ps=0.186 6.4.1
ENO-CUP
6.4.1
P2/ pi 3.813 3.729 23
P2/ Pa 0.1906 0.186 2.5
6.4.2
ENO-CUP

6.4.3

P2/ pi =3.729

6.4.3

1.92 MPa 25 %
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P P :(1+0.25)x1.92><106 +10° =2.5MPa

2.5 MPa ENO-CUP CFD
5 MPa 6.4.2
6.4.2
0.1 MPa
5 MPa CFD
2.5 MPa
25 m’
N,
1.4
r=100 [m]
r=0
r=150m
1000
Baker (¥ Baker
2
Baker 6.4.3 6.2
100 m 3 kPa
4.2 kPa
ENO-CUP CFD 6.4.4 Baker
643 6.4.4 (a) 10 m (b)
100m 10 m
0.02 80 kPa 0.08 40 kPa 2
Blast wave
100 m 0.27 3 kPa Baker
3 kPa
10 m 1/25 14
3 kPa Limited Minor Structural Damage 2 kPa
95 % 2 kPa
10 %
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2

3)
“4)
4)
6.5.2
D, 2)
6.5.3
6.5.1 6.5.1
6.5.1 as)
| (<0.12mm)
1 0.07 - 0.12 mm 1~2
m 0.07 - 0.12 mm 45
11 2 mm 1
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6.5.4

6.5.4.1

(2)

(b)

(©)

(d)

6.5.1

extent of burn

30 %

depth of burn

11 I 11

15 %

Cco

12
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Schwartz
BI =11 (%)>< 1/2 + 111 (%)
111
B.I.=10~15
()
(@)
227+ 164
(b) 50 % LAsg LAsq
6.5.2 50 %
80 % 30 35
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50 %

50 %

burn index

204
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6.5.2

Table 2.1 Relationship between age, percentage of burned area and mortality. (From The Lancet,

20 Nov. 1971).
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4/3

6.5.3

DNV©E?

HSL

6.5.4

6.5.3
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6.5.3

Im /
Inmr 7/
|
II
111
Dose =
DOD @2
I
6.5.5
6.5.6

HSL @n

III

1%

50%

6.5.4

Harm caused

DNV
s*[kW/m*]*?
DNV
600-800

DNV
250 -350

900 - 1300 210-700

>2000 -

3000 500-3000

HSL
TDU
(kW/m2)4/3s
80-130
240-350
870-2600

1 Thermal Dose Unit (TDU) = 1(kW/m2)4/3 ° s

4/3
I .

DNV

lightly clothed

0.5
05-1
1-2
2-10

clothed

0.5
05-1
1-2
2-10

10 kW/m?
50
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t I:incident thermal flux (kW/mz), t = time (seconds)

(20)

6.5.5 6.5.6

100 %

16 kW/m®

10 W/m?
4 W/m?
2W/m?

100 %

25k W/m?
13 W/m?
8 W/m?
4 W/m?

II

12.5 kW/m>

10
6.5.2
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e Q
F"’""" 2" burn

1° burn
pain

Daose (TOU)

——2 KWim2
g WWVImM2
~a— 10 KW/m2
- 15 WWm2
S.E] EIIII ?[D E‘I] B]J 100
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2.5%10" 4.5%10°%kW*m™s Hymes"” 20

Taffeta
100 % 241 m (melting) °C
Flannel 100% 488 i (ignition) °C
Dy 2.5%10*%kW’m™s
TNO a
HSL® Lee (1994)
3.5x<10* (kW/m»)**s = 1800 TDU" 60
TDU 6.5.8
6.5.8. Thermal Dose Harm Criteria Guidance

Harm Caused Thermal Dose (TDU),(kW/m?)***

1-5% Fatality offshore 1000

50% Fatality offshore with radiation

only to the front or back (i.e. from a 1000

fireball).

50% Fatality offshore 2000

100%Fatality offshore 3500

2000 TDU 50 %
50 % Rew 1996 @n
o UK
e 30 %
e Clark and Fromm (1987)
full thickness burn area
L g 1000 TDU full thickness burn
e
e
90-100 %
2000 TDU 2

(M

event specific
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(2) II

2 50 %
50% LDsg conservative best estimate
50 % 2000TDU
3000 TDU
100 %
6.5.6.2
reduction factor, F,=0.14
100 %
6.5.7
Rew 1996
4 @2n
6.59
6.5.9 Characteristics of Process Fire Incidents
Radiated Surface
Emissive Heat Flux
(kW/m?)
50-150
severe or 100-230
/ 50-250
/ 100-300
170
270 (HID SRAG)
(19)
10 17 kW/m®
1%
6.5.8
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6.5.8.1

6.5.10
@) 50 %
50 % 50 %
6.5.10
Table 4.1. Conversion from Probits to Percentages

% 0 1 2 3 4 5 6 74 8 9

0 — 267 29 312 325 336 345 352 359 3.66

10 372 377 382 387 392 39 401 405 4.08 412
20 416 419 423 4.26 429 433 4.36 4.39 4.42 4.45
30 448 450 453 456 459 461 4.64 467 469 472
40 475 477 480 482 485 487 490 492 495 497

50 500 503 505 508 510 513 515 518 520 5.23
60 525 528 531 533 536 539 541 544 547 550
70 552 555 558 561 564 567 571 574 577 581
80 584 588 592 5.95 5.99 6.04  6.08 6.13 6.18 6.23
90 628 634 641 648 655 664 675 6.88 7.05 7.33
% 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
99 7.33 737 741 746 751 7.58 765 775 7.88 8.09
6.5.8.2
[1] Eisenberg et.al®?
tl 4/3
Y =-149+2.56In — (1)
Y t I W/m’ I

10* expl(Y +14.9)/2.56] "
t

| =
()
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6.5.10 50 % Y=5.0
t 50% (2)
[11] 6.5.3% W/m?
50 % 10 100 90 W/m® 14 kW/m’
100
\\ MNear 100%
N fatalities -
Meaan 50%
fatalities
10 1% Fatalitias
W
wi
-
=
1
0.1
1 10
INCIDENT THERMAL FLUX, kw2
FIGURE 4.11. Serious injury/fatality levels for thermal radiation (Mudan, 1984,
6.5.3 Serious injury/fatality levels for thermal radiation
[1] [I] (1) 50 % 10
100 6.5.10 Y=5.0
() 10 I 61 kW/m*> 100
I 11 kW/m® [11] 6.5.3 50 %
10 100 90 W/m> 14 kW/m’ 30 %
BLEVEs
10 20
Schbach(1998)*  Eisenberg
6.5.8.3
HSL
1)
a. (R)
b.
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100 %
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Roberts’ Model?"
Duration(s)=0.83 x Mass(kg)o'316
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2005 12 Country
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EU
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Country Report on Terrorism 2004  Chapter 1
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e "terrorism"
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7.2.3 EU

2000 9 11 EU Council: COUNCIL FRAMEWORK
DECISION of 13 June 2002 on combating terrorism @ : 2002 6 13
2002 6 22 COUNCIL FRAMEWORK DECISION EU

terrorist offences:
terrorist group:
Article 1.1

(@)
(b)
(©
(d)

(e)

® NBC Nuclear, Biological Chemical weapons
BC

Biological Chemical weapons:

(2

(h)

(M) @ (b

Article 1.2

7.2.4 ®)

1937
UN Office on Drugs and Crime 1937 League of

Nations Convention 4
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(1)  League of Nations Convention (1937)

(2)  UN Resolution language (1999)

A

(3)  Short legal definition proposed by A. P. Schmid to United Nations Crime Branch (1992)

(4)  Academic Consensus Definition

1988
Schmid

2005

12
"Nuclear

Terrorism Convention"
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7.3 "Patterns of Global Terrorism"

7.3.1 "Patterns of Global Terrorism"

United States Code Section 2656 f(a)  Title 22
"Patterns of Global Terrorism"  The State Department
2004 2003
2004 Terrorism
Prevention Act DHS: Department of Homeland Security
"Patterns of Global
Terrorism" "Country Report on Terrorism 2004""
2003
2003 "Patterns of Global Terrorism"  Appendix A "A Chronology of
Significant International Terrorism" Country Report on Terrorism 2004
"A Chronology of Significant International Terrorism for 2004" © NCTC: National
Counterterrorism Center NCTC

7.3.2 Country Report on Terrorism 2004

"Country Report on Terrorism 2004"  Chapter 1 Chapter 6
Patterns of Global Terrorism

chapter
Chapter 1 Legislative Requirements and Key Terms

United States Code Section 2656 "Patterns of Global Terrorism 2003"

international terrorism terrorism terrorist group

Chapter 2 Overview
2004 4
Chapter 3 Global Jihad: Evolving and Adapting
2

Chapter 4 Building International Will and Capacity to Counter Terrorism

1963
12

Chapter 5 Country Reports

5 2004
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6 "Patterns of Global Terrorism 2003"

2004 10 "Country Report on Terrorism
2004" 2004 7.3.1
7.3.1 2004
Area State
State Sponsors ~ Cuba Iran Libya North Korea
of Terrorism Sudan Syria
Djibouti Ethiopia Kenya Nigeria
Africa Rwanda Somalia South Africa Tanzania
Uganda
. Australia Cambodia China Indonesia
East Asia and .
Pacific Japan Laos Malaysia New Zealand
Philippines Singapore Taiwan Thailand
Albania Armenia Austria Azerbaijan
. Bosnia and . .
Belgium Herzegovina Bulgaria Czech Republic
Finland France Georgia Germany
Europe and Greece Hungary Italy Kazakhstan
Eurasia Kosovo (Serbia and
Montenegro) Kyrgyzstan The Netherlands Norway
Poland Portugal Romania Russia
Slovenia Spain Tajikistan Turkey
Turkmenistan Ukraine United Kingdom Uzbekistan
Algeria Bahrain Egypt Iraq
Israel, the West .
Near East and Bank, and Gaza Jordan Kuwait Lebanon
North Africa Morocco Oman Qatar Saudi Arabia
.. United Arab
Tunisia . Yemen
Emirates
. Afghanistan Bangladesh India Nepal
South Asia Pakistan Sri Lanka
Western Bolivia Canada Chile Colombia
Hemisphere Ecuador Mexico Panama Peru
Triborder Area Argentina Brazil Paraguay Uruguay
Venezuela
Chapter 6 Terrorist Groups
"Country Report on Terrorism 2004"
"Foreign Terrorist Organizations (FTOs)"
"Other Selected Terrorist Organization"
FTO Other Selected Terrorist
Organization 41 "Patterns of Global Terrorism 2003" 4
1 7.3.2
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7.3.2
Foreign Terrorist Organizations

Other Selected Terrorist Organizations

17 November

Al-Badhr Mujahedin (al-Badr)

Abu Nidal Organization (ANO)

Al-Ittihad al-Islami (AIAI)

Abu Sayyaf Group (ASG)

Alex Boncayao Brigade (ABB)

Al-Agsa Martyrs Brigade

Anti-Imperialist Territorial Nuclei (NTA)

Ansar al-Islam (Al)

Cambodian Freedom Fighters (CFF)

Armed Islamic Group (GIA)

Communist Party of India (Maoist)

Asbat al-Ansar

Communist Party of Nepal (Maoist) (CPN/M)

Aum Shinrikyo (Aum)

Basque Fatherland and Liberty (ETA)

Democratic Forces for the Liberation of Rwanda
(FDLR)

Communist Party of Philippines/New People's
Army (CPP/NPA)

East Turkistan Islamic Movement (ETIM)

Continuity Irish Republican Army (CIRA)

First of October Antifascist Resistance Group
(GRAPO)

Gama'a al-Islamiyya (IG)

Harakat ul-Jihad-I-Islami (HUJI)

HAMAS Harakat ul-Jihad-I-Islami/Bangladesh (HUJI-B)
Harakat ul-Mujahidin (HUM) Hizb-I Islami Gulbuddin (HIG)
Hizballah Hizbul-Mujahedin (HM)

Islamic Movement of Uzbekistan (IMU)

Irish National Liberation Army (INLA)

Jaish-e-Mohammed (JEM)

Irish Republican Army (IRA)

Jemaah Islamiya Organization (JI)

Islamic Army of Aden (IAA)

Al-Jihad (AJ)

Islamic Great East Raiders-Front (IBDA-C)

Kahane Chai (Kach)

Kongra-Gel (KGK)

Islamic International Peacekeeping Brigade
(ITPB)

Lashkar e-Tayyiba (LT)

Islamic Jihad Group (IJG)

Lashkar i Jhangvi (LJ)

Jamiat ul-Mujahedin (JUM)

Liberation Tigers of Tamil Eelam (LTTE)

Japanese Red Army (JRA)

Libyan Islamic Fighting Group (LIFG)

Kumpulan Mujahidin Malaysia (KMM)

Mujahedin-e Khalq Organization (MEK)

Lord’s Resistance Army (LRA)

National Liberation Army (ELN)

Loyalist Volunteer Force (LVF)

Palestine Liberation Front (PLF)

Moroccan Islamic Combatant Group (GICM)

Palestinian Islamic Jihad (P1J)

Popular Front for the Liberation of Palestine
(PFLP)

New Red Brigades/Communist Combatant Party
(BR/PCC)

Popular Front for the Liberation of Palestine-
General Command (PFLP-GC)

People Against Gangsterism and Drugs
(PAGAD)

Red Hand Defenders (RHD)

Al-Qa'ida

Real IRA (RIRA)

Revolutionary Proletarian Initiative Nuclei
(NIPR)

Revolutionary Armed Forces of Colombia
(FARC)

Revolutionary Struggle (RS)

Revolutionary Nuclei (RN)

Riyadus-Salikhin Reconnaissance and Sabotage
Battalion of Chechen Martyrs (RSRSBCM)

Revolutionary People’s Liberation Party/Front
(DHKP/C)

Sipah-I-Sahaba/Pakistan (SSP)

Special Purpose Islamic Regiment (SPIR)

Salafist Group for Call and Combat (GSPC)

Tunisian Combatant Group (TCG)

Shining Path (SL)

Tanzim Qa'idat al-Jihad fi Bilad al-Rafidayn
(QJBR)

Tupac Amaru Revolutionary Movement
(MRTA)

Turkish Hizballah

United Self-Defense Forces of Colombia (AUC)

FTOs INA: Immigration and Nationality Act
FTO 3
41

Ulster Defense Association/Ulster Freedom
Fighters (UDA/UFF)

Ulster Volunteer Force (UVF)

United Liberation Front of Assam (ULFA)

2005
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(2) INA  Foreign Relations Authorization Act

3)
7.3.3 A Chronology of Significant International Terrorism

"Patterns of Global Terrorism"

2004 Country Report on Terrorism A Chronology of Significant International Terrorism
for 2004
"A Chronology of Significant International Terrorism" Patterns of Global
Terrorism  Appendix A Country Report on Terrorism 2004
"A Chronology of Significant International Terrorism for 2004" 2005 4 27 NCTC:
National Counterterrorism Center 7.3.4 2004
Forward
NCTC "Patterns of global terrorism"
2005 6
9

Methodology Utilized to Compile this Chronology of 2004 Terrorist Incidents

NCTC
"Patterns of Global Terrorism"
2004 NCTC

Significant International Terrorism

e 1 "international"
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e "international”

o "significant”
o 1 "significant"
[ J
[ J
9 11 4 4 19
4

Chronology of Significant International Terrorism 2004

651
Statistics on Significant International Terrorism 2004
Significant International Terrorism

7.3.4  NCTC: National Counterterrorism Center

2004 8 27 133540 IRTPA: Intelligence Reform and Terrorism Prevention
Action of 2004 NCTC: National Counterterrorism Center NCTC

NCTC

20

2004 12 NCTC IRTPA TTIC: Terrorism Threat

Integration Center

Knowledge Bank

(6)

7.3.5 Chronology of Significant International Terrorism

Chronology of Significant International Terrorism
Chronology of Significant
International Terrorism 1996 2004 1996 1 1 2004 12 31
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1696 1696 1 733

1996 2004 9 8,792
24,010
7.3.3
1996 318 2,621 84
1997 207 706 95
1998 727 6,058 119
1999 207 559 167
2000 312 535 144
2001 3,636 966 123
2002 849 2,349 138
2003 630 3,595 175
2004 1,905 6,625 651
8,791 24,014 1,696
2004 651 2003 116 5.6
1998 5019 2001
3000 2004
Methodology Utilized to Compile this Chronology of 2004 Terrorist Incidents
NCTC
2003 2004
NCTC 2004 2003 2
7.4
7.4.1

Significant International Terrorism

On 1 January 2004, in Srinagar, Kashmir, India, a militant on a bicycle was carrying a bomb, which

prematurely exploded, injuring six civilians. No group claimed responsibility.
19

Date

Country/Area

Region

By whom

Weapon

vV V V¥V V Vv V

SPECIFIC WEAPON
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(M

2

vV ¥V ¥V ¥V V¥V ¥V VvV ¥V V V V V V

PLACE
TARGET A
TARGET B
TARGET C
Explosion
Suicide
Fatality

F number
Injury

I number
Casualty Index
Hostage&Hijack

Damage

WEAPON

F

Firearms includes hand grenade, rocket, landmine, Molotov cocktail, Missile.

B:  Bombing
F:
D Drug
A Arson
O:  Others
U Unknown
TARGET
TARGET A

T
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C: Persons NGO
M: GREEN ZONE

TARGET A

Public, Private, Military Military
2005 Green Zone 7.3.1

Green Zone

.
A Publie The Green Zone
L) Eye aa depleted by CHN

7.4.1 Green Zone O
TARGET B
TARGET B 19
AVIATION : Airplane, Helicopter, Aircraft

CIVILIAN : Volunteer, Engineer, Contractor, National, Civilian, Driver, Woman,
Men, Teenager, Employee, Resident, Neighboring, Young girl, TV crew, Farmer,

Peacekeeper, Driver, Police informer, Businessman, Tourist, Student

CROWDED PLACE : Downtown, Departmentstore, Store, Market,
Shopping area, Political rally, Audience, Hall

GOVERNMENT : Consulate, Embassy, Courthouse, Government information
center, Minister, Government worker, Public official, Government building, Member of a
party, Political candidate, Diplomat, Judge, Politician, Lawmaker, Polling station, Election

rally, Polling agent, Election worker, U.N. worker or volunteer
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3)

“4)

MARINE : Dingy, Port, Wharf, Barge

MILITARY : Command post, Outpost, Security post, Army, Checkpoint, Military
camp, Weapons inspector, Soldier, Military bunker, Troop, Army cadet, Counter-insurgent,

Military observer, Green zone
OFFICE : Office building, Political party office

OIL FACILITY : Oil pipeline, Oil field, Oil platform, Oil refinery, Oil tanker,
Oilfields, Pipeline, Gas station, Water tank, Propane/butane gas tank, Plant, Methane gas

exploration site
LODGING : Campsite, Accommodation other than hotel

POLICE : Police station, Police patrol, Police camp, Security patrol, Police car, Police
unit, Police force bunker, Security force, Security officer, Border crossing point, Border

security office or officer
RAIL : Train, Station, Subway stop

RELIGIOUS CONCERN : Church, Mosque, Temple, Synagogue, Muslim village,

Baptist minister, Red Crescent official

RESTAURANT : Bar, Club, Hamburger restaurant

RESIDENCE : Settlement, Security camp, Villa, Village

ROAD : On the road, Road construction site, Bus, Bus stop, Taxi stand

PUBLIC FACILITY : Bridge, Ambulance station, Cultural center, Fire service,

Hospital, National center, Park, Post, Sports center, Telephone booth, Theater, Townhall,

Party, Funeral, Demonstration, Culvert, Tourist attraction, Bank, Garden, Resort
VEHICLE : Car, Cart, Truck, Convoy, scooter, motorcycle, bicycle, motorcade,

border security

POLICE U.N. worker or volunteer
GOVERNMENT
TARGET C
TARGET C
FATILITY, INJURY

0 several 5

HOSTAGE
Initial Event  hostage hijack
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7.4.2

733 2003
7.4.2

7000 — 200

11
6000 - - — 80
-@- -4 160
5000 - 140
4000 | 1120
- 100

3000 [ | 80

2000 160

<40

1000
D I 420
0 S

1996 1997 1998 1999 2000 2001 2002 2003

7.4.2
7.3.1 743 1996-2003
32 % 19 % 1,045 533
2004 SOUTH ASIA 50 % Middle East
41 % 2004 651 9
1996-2003 1 28004 Legend

lﬂ]ﬂ]ﬂﬂﬂ] South Asia
[ ] Middle East

% Africa

I:l Western
Hemisphere

|:| East Asia
7.4.3 1996 2003 2004

7.4.1
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7.4.1

1996 2003 2004
281 295
96 201
53 27
1996-2003 2004
7.4.1 7.4.3
7.4.3
"Patterns of Global Terrorism"
3
e T
nationalist fundamentalist separatist
anarchist tribesman rebel militant
o O
refugee arsonist
demonstrator (kidnapper assailant or
attacker paramilitary protester coca growers
o U
43
Y
1996  -2003 1045 716
155 174 2004 454 136 61
1996-2003 2004 7.4.4
70 % 30 % 15 20%
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By Terrorist By other than terrorist Legend

Iﬂ]ﬂmﬂﬂ] Firearms

1996-2004
7.4.6
4 1
20 1
7.4.4
)
Directory of U.S. Military Rockets and
Missiles® Missile Index"” 50 kg 2m 75
16
75 MANPADS 6
)
7.4.2 LOW MIDDLE HIGH 3
100 LOW 100 10,000 MIDDLE 10,000
HIGH
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MANPADS
®3)
743
MANPADS
7.4.2 743

(4)
(i)

>

>

7.4.2

LOW
7.4.3
7.4.4
7.4.4
Low

High
Low

500 g

106

$
3-30
3-30
1-20
200 - 4,000
20,000

Middle
MANPADS

TNT

Category
Low
Low
Low

Middle
High

HIGH

Category
Low
Low
Low
High
High

"LOW”

High



(i) TNT

(i) TATP —
HP
(iv)
7.45
74.5
7.4.5 1996-2003 2004
1996-2003 2004
BOMB 290 2,104 15,041 131 891 4,580
FIREARMS 531 1,440 2,184 326 757 1,915
DRUG 2 0 10 0 0 0
ARSON 29 65 16 4 1 0
OTHERS 6 239 95 7 14 29
UNKNOWN 188 3,168 43 184 248 106
1,046 7,016 17,389 652 1,911 6,630
BOMB  FIREARMS ID No. 846
ID No.1644 5
742 OTHERS UNKNOWN
2000 9 11 3
3
74.5 7.4.7 1996-2003 2004
1996 2004
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16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

1996

41

434

injury"”

— 1996-2003 600 5,000 3003 350
" 4,500 300
| =500 4,000 |
B = 3,500 F = =250
B @ —J400 > -9
3,000 =200
= —300 2,500
| 2,000 F 7150
7% 1500 - 100
100 1:000

%) ) n %) ) Z. %)
= 3 B8 M § = 2 9 # §
~ =2 %) o) ~ =4 N )
< a 2 £ < a £ I 3
0 < 5 & 0 < 5 &
a2 a2
= 5 = 5
7.4.7 1996-2003 2004
7.4.6 7.4.5
2004
7.4.6
1996-2004 1 1
BOMB 7.11 46.61
FIREARMS 2.56 4.78
DRUG 0.00 5.00
ARSON 2.00 0.48
OTHERS 19.46 9.54
UNKNOWN 9.18 0.40
5.26 14.15
IMO
DE 41 HSC Code Formal Safety Assessment

DE 41/INF.7 "Trial Application to high speed passenger catamaran vessels"
10 1

The consideration of injuries (as well as fatalities) arising from an accident is in line with
thinking already incorporated in the HSC Code (Annex 3 of which differentiates between
accidents causing injuries and those that result in fatalities). In this study, the number of
“equivalent fatalities" resulting from combinations of fatalities and injuries as a result of an
accident has been derived on the assumption that 100 minor injuries or 10 major injuries are
equivalent to one fatality. The criterion for defining a “major injury” has been taken as when

the injured person requires treatment in hospital.

Significant International Terrorism "major
10 1
7.4.8
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1996-2004

Legend
L ]o
ol 1
I 1 5
I s 10
[]10
7.4.8 1996-2004
7.4.8 0 1,696 30
10 11%
5 738 45%
1 7.4.7
2001 9 11
3,000 UNKNOWN 197
44 OTHERS 3
Significant International Terrorism
7.4.8
7.4.7 1996-2004
BOMB 421 4,957.1 11.77
FIREARMS 857 2,606.9 3.04
DRUG 2 1.0 0.50
ARSON 33 67.6 2.05
OTHERS 13 265.4 20.42
UNKNOWN 372 3,430.9 9.22
1,698 11,328.9 6.67
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7.4.8 1996-2004 9.11

BOMB 421 4,957.1 11.77
FIREARMS 857 2,606.9 3.04
DRUG 2 1.0 0.50
ARSON 33 67.6 2.05
OTHERS 11 24.4 2.22
UNKNOWN 371 430.9 1.16
1,695 8,088 4.77
7.4.8 1
7.4.4
Dirty Bomb
7.4.6
1996-2004 1,696
71 4%
7.4.9
0.12
0.10
0.08
0.06
0.04
0.02
0
\O - 0 N S — (] o <
N [ (o) N S S S S S
(@)} (@)} (@)} (@)} S S S (] (]
— — — — [¢\] ¢\ (q\] [\l (@\l
7.4.9 1996-2004
71 67
4 2001 9 11 2
1 1
0 1

7.4.9
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20

1996
4

3 4
7.4.9
71 4,469 7,533 5,222.3 73.55
1,625 4,322 16,481 5970.1 3.67
421 2,995 19,621 4,957.1 11.77
67 1233 7448 1,977.8 29.52
354 1762 12173 2,979.3 8.42
67 3 64
1
7.4.10 7.4.11
80 %
7.4.10
1997 1998 1999 2000 2001 2002 2003
3 0 0 1 5 15 15
7.4.11
Africa Eurasia Europe Middle South Western
East Asia Hemisphere
1 6 1 54 4 1
Middle East 54
41 8 4
75 %
7.4.10
60 %
7.4.12
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2004
24



7.4.10

7.4.12
38.06
48.40
10.15
9.53
48
7.4.7
1,696 455
2
453 260 188
3 2
4,086 95 % 10 11
3,901 7
7.4.8
7.4.1 TARGET A T P C
M 4 7.4.11 Significant International Terrorism 1996-
2003 TARGET A
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Western
Hemisphere

South
Asia
Middle
East

Europe
Eurasia
East Asia

Africa

30 %

C:

1,098 , 64 %

7.4.11 TARGET A

64 % 6 %

Significant International Terrorism

TARGET A 7.4.12
y p T
A 39 kit “2/
328 7 199 63
352 63 | 2] |2
75 6 ) 3
30 6 16 3
41 51 6 |0
133 19 | 16 |7

10 20 30 40 50 60 70 80 90 100
Percentage [ % ]

7.4.12
33 %

NIS
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7.4.1

Significant International Terrorism

7.4.9
TARGETA "T"
7.4.13
7.4.13
T 168 4,249 4,929
1530 4,678 19,09
C+T+P 0
28
74
3
7.5 MIPT Terrorism Knowledge Base

751 MIPT1?

MIPT National Memorial Institute for the Prevention of Terrorism

1999
2000 4 19
MIPT
() first responder
® 1968
[

International Terrorism for 2004" MIPT
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168
4741.9 28.2
6587.0 4.31
73 15 3
1995 4 19

MIPT

"A Chronology of Significant



7.5.2 MIPT Terrorism Knowledge Base

MIPT Terrorism Knowledge Base TKB 1968
20,000 TKB MIPT TKB
TKB

TKB 6

® Groups (Location, Ideology)

® (Cases (By date, By US indictee)

® Countries/ Areas (Geographical location)

® Incidents (By date, Geographical location)

® [eaders & members (By group, US indictee)

® Further reference (Articles, Books, etc.)
7.5.3 MIPT - TKB

TKB 7.5.1 TKB

7.5.1 Search for Groups and Incidents

Aum Shinri Kyo attacked Transportation target (Mar. 20, 1995, Japan)

Incident Date: Mar. 20, 1995
Terrorist Organization(s): Aum Shinri Kyo
City: Tokyo
Country/Area: Japan

Region: East & Central Asia
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Target:
Tactic:
Suicide:
Weapon:
Fatalities:
Injuries:

US Attack:
US Fatalities:
US Injuries:
Attack Claimed:
Coordinated:

Description:

Information Source:

Publication Date:

Incident-data Provider:

Further Reference

Transportation
Armed Attack
No

Chemical Agent
12

5000

No

0

No

No

JAPAN. The Tokyo subway system was the target of an attack with
nerve gas. The deadly gas, Sarin, was released from packages brought
on to five different railway carriages. Twelve people were killed and
over 5000 injured including several foreigners. Fifteen subway stations
were affected by the gas. A Japanese extreme Buddhist sect called
Aum Shinri Kyo (Sublime/Supreme Truth), is suspected of releasing
the gas. On 7 June 1995, the leader of Aum Shinri Kyo, Shoko Asahara,
was indicted for the murder of the people who died in the subway gas
attack. Six followers were also indicted on murder charges and nine
others on lesser charges. Asahara's trial started in late October 1995.
Chronology Data 1968-1997

04/03/2001

RAND Corporation

"Convicted Aum Figure's Appeal Nixed," 02/07/2003, The Japan Times Online

Aum Shinrikyo

Japan's unholy sect/by Rei Kimura., Rei Kimura, ¢2002.,

GreatUNpublished, (Catskill, N.Y. )
Holy terror : Armageddon in Tokyo / by D.W. Brackett., D. W. Brackett, 1996.,
Weatherhill, (New York )

Underground/Haruki Murakami ; translated from the Japanese by Alfred Birnbaum and
Philip Gabriel., Haruki Murakami, 2001., Vintage International, (New York )

Terrorism: assassins to zealots/ Sean Kendall Anderson, Stephen Sloan, Sean Kendall

Anderson and Stephen Sloan, 01/01/2003, The Scarecrow Press, Inc., (Lanham, Maryland)

Aum Shinri Kyo
Date Formed: 1987

Strength: Approximately 2,000 members

Classification: Religious
Last Attack: Mar. 20, 1995

Financial Sources: Unknown
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1968

7.6

7.6.1

(0]

2

(C))

(©))

()

80

IMO
ISPS Code  Security assessment

ISPS Code 8 15 Security assessment
PartB 8 15

MSC/Cire.1131 "Interim uidance on voluntary self-assessment by SOLAS contracting

governments and by port facilities"

MSC/Cire.1131 MSC 79/5/2 2004 12
MSC 79

IMO/ILO Code of practice on security in ports

MSC/Circ.1131 IMO 2004 5
MSC 78 ILO 2003
port facilities

ICS - MODEL SHIP SECURITY PLAN

ISPS Code International Chamber of Shipping
ISO PAS 20858 "Maritime port facility security assessments and security plan development"
573 PAS 130

Performance Review List
MSC/Circ.1131

IMO
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7.6.2

1)

David Schwendiman's "Managing Intelligence In Multi-Jurisdiction Multi-Task Law Enforcement

Environments: May 2002" LECC Olympic Initiative Miscellaneous Paper No. 5 pp.16-17

"Risk Management Model" Security Risk 7.6.1
SOURCE
+
INTENTIONS
+
CAPABILITIES = THREAT
+ + Critical
MODALITIES INDICATORS = LIKELIHOOD High
+ + + = RISK . Medium
SUPPORT VULNERABILITIES IMPACT Low
Very Low

7.6.1 Security Risk Model

ODP Assessment Model

Step 1 Security Assessment
Step 2
Step 3 7 Vulnerability Assessment
. Criticality
i Potential Threat Element (PTE)
e PTE
. Threat of Hazard
i Potential for Collateral Mass Casualty
i Site Population Capacity
Step 4

CARVER Model
Target Analysis & Vulnerability Assessment
7.6.2.2
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Security Assessment CPTED Crime Prevention Through Environmental

Design
7.6.2.3
(2) CARVER
CARVER!"- (12 Criticality  Accessibility Recoverability —Recuperability Vulnerability
Espyability Effect Recognizability Targeting Analysis
SOF: US Special Operations Forces
CARVER 6
CARVER 6
(i)  Criticality
Criticality
Critical Criticality
7.6.1 CARVER Criticality
7.6.1 Criticality
9 10
1 6 7 8
1 3 56
10 1 3 4
1 2
(i)  Accessibility
Accessible

Accessible
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Accessibility

Accessibility
[

Accessibility

7.6.2 CARVER Accessibility

7.6.2 Accessibility

—_
— W w  °
(e ==

(iii) Recuperability/Recoverability

Recuperability/Recoverability

Recuperability/Recoverability
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Recuperability/Recoverability
[ ]
[ ]
[

7.6.3 CARVER

Recuperability/Recoverability

7.6.3 Recuperability/Recoverability

72
24

(iv) Vulnerability

Vulnerability

Vulnerability

7.6.4 CARVER

72

Vulnerability
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Vulnerable

]

—_— W L

—_
(=]
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7.6.4 Vulnerability

9 10
5 10 7 8
1
0 30 5 6
30 50 3 4
1 2
(v)  Effect
Effect Criticality
7.6.5 CARVER Effect
7.6.5 Effect
9 10
7 8
56
3 4
1 2
(vi) Recognizability
Recognizability
7.6.6 CARVER Recognizability
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7.6.6 Recognizability

9 10
7 8
5 6
3 4
1 2
(vii) CARVER
CARVER CARVER
6 CARVER
7.6.7
7.6.7
C A R v E R
8 9 3 8 5 6 41
8 6 2 10 5 3 34
6 2 10 4 5 4 31
8 6 10 7 5 9 45
4 6 10 7 5 9 41
8 8 5 2 5 4 34
3 8 5 8 5 4 33
3 8 5 8 5 4 33
10 10 10 9 5 9 53
CARVER Targeting Analysis
LNG
CARVER LNG Facilities in Urban Areas: A Security
Risk Management Analysis for Rhode Island LNG
LNG
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LNG CARVER

CARVER

3) Crime Prevention Through Environmental Design

Crime Prevention Through Environmental Design CPTED ¥

CPTED Territoriality Natural Surveillance Activity Support

Access Control

Territoriality

Natural Surveillance

Activity Support

Access Control

CPTED D
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Designation

Definition
Design
D
D Territoriality Natural
Surveillance Activity Support Access Control
CPTED
CPTED

7.6.3
7.7 7
Q8 http://www.state.gov/s/ct/rls/

(2)  Official Journal of the European Communities 22.6.2002
(3)  UN Office on Drugs and Crime http://www.unodc.org/unodc/terrorism_definitions.html

(4)  http://www.tkb.org/NCTC/Documents/Chronology Significant Terrorism.pdf

(6))
http://www.whitehouse.gov/news/releases/2004/08/20040827-5.html
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(6)
(7

@®)

©)
(11

(12)

(13)

FBI http://www.tbi.gov/page2/aug05/nctc082905.htm

Global Security
http://www.globalsecurity.org/military/world/irag/baghdad-green-zone.htm

Directory of U.S. Military Rockets and Missiles

http://www.designation-systems.net/dusrm/index.htm
Missile.Index http://missile.index.ne.jp/jp/(10)  http://www.mipt.org/

US Army Material Command
http://www.amc.army.mil/G3/ops/fp/threat/FP%20Chris%20Carver1%20Assessment.doc.

LNG Facilities in Urban Areas: A Security Risk Management Analysis for Rhode Island Good Harbor
Consulting, LLC

The National Crime Prevention Council WWWw.ncpce.org
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8 IMO

8.1 IMO DSC 10
8.1.1 DSC 10
MO
SOLAS XI-2 ISPS Code SOLAS
5 MO
DSC
10 DSC 9 26 30 9
Measures to enhance maritime security
8.1.2 DSC
Q) DSC 7
2002 9 DSC 7 MSC 75 DSC
6] MSC/Circ.675
(i1) CTUs IMO/ILO/UN ECE
MSC/Circ.787
(ii1)) CTUs IMO Model Course 3.18
transport security
DSC 7 ISPS Code WCO ILO UN ECE
DG DG
CG CG
2002 12 SOLAS
WCO  UN ECE
MSC DSC7
ISPS Code
(2) DSC 8
2003 9 DSC 8 IMDG Code Code
1.4 IMDG
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SOLAS  XI-2 ISPS

SOLAS
SOLAS
SOLAS E&T Group
E&T Group
IMDG Code 1.4 Security provisions
c.f. Resolution MSC.157(78), adopted on 20 May 2004
DSC 8/9,
DSC 8/9/Add.1 DG DG MSC
IMO Model course 3.18
DG DG CG TOR

Recommendations on the safe transport of dangerous

cargoes and related activities in port areas (MSC/Circ.675)

port area ISPS Code port
facility ISPS Code
high consequence dangerous
cargoes IMDG Code 1.4
3) DSC9
2004 9 DSC 9 DSC 8 CG MSC/Circ.675
"Recommendations on the safe transport of dangerous cargoes and related activities in port areas"
DSC 9/9/1 DG MEPC BLG
STW 2006
IMO
(4) FAL 32
2005 7 FAL 32 WCO
WCO Framework of standards to secure and facilitate global trade
FAL 32/INF.7 WCO 5.12

8.1.3 DSC 10

DSC
9 SPS
DSC 10 9 2
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® DSC 10/9: Outcome of MSC 79, STW 36 and BLG 9, Note by the Secretariat
® DSC 10/9/1: Outcome of MSC 80, Note by the Secretariat

8.1.4 DSC 10

() DSC 10/9

DSC 9 MSC 79

® Recommendations on the safe transport of dangerous cargoes and related activities in port areas
(MSC/Circ.675)

o IMO
(i)  CSC 72 (International Convention for Safe Containers, 1972)
(i1)) IMDG Code (International Maritime Dangerous Goods Code)

(iii)) INF Code (International Code for the Safe Carriage of Packaged Irradiated Nuclear Fuel,
Plutonium and High-Level Radioactive Wastes on Board Ships)

® BC Code (Code of Safe Practice for Solid Bulk Cargoes) IMDG Code
1.4 DSC
® [MO/ILO/UN ECE Guidelines for packing CTUs (MSC/Circ.787) DSC 10

ILO UN ECE

(2) DSC 10/9/1
MSC 80 DSC9 MSC/Circ.675
STW 36 BLG9 DSC Editorial
2005 4 WCO

3)

DSC 10 DSC 10 MSC/Circ.787

Security Awareness
BC Code
DSC 10
BC Code CG

DSC 10/5/2 CG CG TOR
8.1.5 DSC 10

DSC 2004 MSC 79 BC Code

CTUs IMO/ILO/UN ECE MSC/Circ.787

DSC 10 Drafting Group DG

Code
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BC Code IMDG Code 1.4 ISPS Code

BC Code
DG DE DSC 11
6
IMO/ILO/UN ECE MSC/Cire.787
DG Scope CTUs
WCO CTUs
MSC/Circ.675
ICHCA BLG STW FAL DSC 11

DSC 10 E & T Group IMDG Code

Chapter 1.4 MSC 81
MSC 81/3/3 IMDG Code 1.4 7

8.1.6

DSC 10 DSC 11
BC Code Security Provisions
8.2 IMO COMSAR 10
8.2.1 COMSAR 10

COMSAR 10 2006 3 6 10 2006 2 7
IMO WEB Measures to enhance maritime
security 10 5

COMSAR 10/10 "Report of the Correspondence Group on Long-Range Identification and

Tracking of Ships" by the Co-ordinator of the Correspondence Group

COMSAR 10/10/1 "Long-Range Identification and Tracking (LRIT) of Ships" by the CIRM

(Comité International Radio-Maritime)

COMSAR 10/10/2 "Long-Range Tracking - Global Tracking" by IALA (International Association
of Marine Aids to Navigation and Lighthouse Authorities)

COMSAR 10/10/3 "Long-Range Identification and Tracking" by ICS (International Chamber of
Shipping), BIMCO, Intercargo and Intertanko

COMSAR 10/INF.7 "Long-Range Identification and Tracking (LRIT) of Ships" by IMSO

(International Mobile Satellite Organization)
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8.2.2 COMSAR 10/10
14
Task 1: LRIT International Database

LRIT

Task 2: Data Security

SOLAS XI-2 LRIT
Authentication Confidentiality Integrity
Password SSL

Task 3: Requesting LRIT Information Directly from an LRIT Tracking Service

LRIT

Task 4: Archiving LRIT Information
LRIT 10
Task 5: Destruction of Archived LRIT Material

LRIT LRIT

Task 6: LRIT Information Latency

LRIT 5
10

Task 7: LRIT Requirements in SOLAS or Performance Standards

LRIT Level 1
Level 2

Task 8: System Architectures
C.G.

Task 9: Variable LRIT Reporting Rates

Task 10: LRIT Data Centre List of Ships

LRIT
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Task 11: Additional LRIT Information
LRIT ID
Task 12: RCC Use of LRIT Information for SAR

SAR RCC  LRIT IMO ICAO

Task 13: Cost of LRIT Information VS. Available Technologies

Task 14: LRIT Reporting Parameters

LRIT

8.2.3 COMSAR 10/10/1

CIRM ARGOS

8.24 COMSAR 10/10/2

legacy shipboard systems LRIT

8.25 COMSAR 10/10/3

LRIT LRIT

8.2.6 COMSAR 10/INF.7
IMSO
8.2.7 COMSAR 10 10

COMSAR 10 LRIT WG LRIT

8.3 IMO MSC 81
8.3.1 MSC 81

MSC 81 2006 5 10 19 2006 2 7 IMO
WEB Measures to enhance maritime

security 5 3
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MSC 81/5/1 Outcome of the MSC/ISWG/LRIT, by the Secretariat

MSC 81/5/2 Interim Guidance on voluntary self-assessment by SOLAS Contracting Governments
and by port facilities, by Vanuatu

MSC 81/5/3 Interim Guidance on voluntary self-assessment by SOLAS Contracting Governments
and by port facilities, by the Islamic Republic of Iran

MSC 81/5/1 2005 10 17 19 LRIT WG The MSC
Working Group on Long-range identification and tracking. Mr. John Grubb
3.2.3
MSC 81/5/2 MSC 81/5/3 MSC 79/5/2
MSC/Circ.1131 "Interim Guidance on Voluntary Self-Assessment by SOLAS Contracting Governments and
by Port Facilities" MSC 81/5/2
MSC 81/5/3

8.3.2 MSC 81 5

MSC 81 bulky document 2006 2 7 non-bulky document 3 7

containing document 3 21

MSC 81 5

Information Paper 4.5 3
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11

(a)

SOLAS

SOLAS
33 CFR 104 Vessel Security SOLAS
33 CFR 104.105(a)
100
150
SOLAS 500
10,100 600 9,500 2002
ISPS
USCG Captain of the Port; COTP
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DoS

(M)

(i)

(iii)
SOLAS
USCG

10,234 5,689
(b) AIS

VTS
150

33 CFR 104.130

33 CFR 104.120(b)

33 CFR 101.120
5
33 CFR 104.140

GAO-04-838 page 14

65 20
150
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VTS 150 300

26 8 500
AIS 33 CFR 164.46
300 20
50 8 AIS
33 CFR 401.20
MTSA 2002 65
AIS AlS
(c)
USCG
33 CFR 165.30
(d)
Maritime Safety and Security Team; MSST MTSA 2002
13
75
PWCS
USCG
1
(e)
USCG
Transportation Security Administration; TSA 2004 7

National Ferry Security Study Team

! Maritime Safety and Security Teams, USCG Fact File, June 2005
http://www.uscg.mil/hq/gcp/comrel/factfile/Factcards/MSST.htm
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1.2

Maritime Transportation Security Regulations SOLAS

[ ) 100

1.3

201-(1)

Maritime Transport Security Act 2003

1.4

2005 7 1

2007 7 1

15

16

10 1.05

EC Regulation 725/2004
20
SOLAS ISPS

COAST GUARD AND TSA STUDYING FERRY SECURITY USCG Press Release, 25 Oct 2004

SOLAS

http://www.piersystem.com/external/index.cfm?cid=786& fuseaction=EXTERNAL.docview&documentID=55668
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(a)

Maritime and Port Authority of Singapore; MPA MPA  170A
2004 7 1 ’

Harbour Craft Security Code; HCSC

HCSC
/
ISPS
®
HCSC
MPA ISPS
MPA
SOLAS 1,200
ISPS
HCSC 2
3 HARBOUR CRAFT SECURITY CODE AND HARBOUR CRAFT, etc., PORT MARINE CIRCULAR No 18 of 2004,

MARITIME AND PORT AUTHORITY OF SINGAPORE, 30 Jun 2004
http://www.mpa.gov.sg/circulars_and_notices/pdfs/pc04-18.pdf
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24
999
6377-5539/6377-5540
6325-2493/6325-2494
6325-2488/6325-2489
6221-3127
(i)
500 80
3
1.
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100

(b)
MPA

IMO MSC Circ. 623/Rev.3

4 PIRACY AND ARMED ROBBERY AGAINST SHIPS, PORT MARINE CIRCULAR NO. 2 OF 2004, MARITIME
AND PORT AUTHORITY OF SINGAPORE, 9 Jan 2004
http://www.mpa.gov.sg/circulars_and_notices/pdfs/pc04-02.pdf
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(©) HARTS

MPA ISPS
The Harbour Craft
Transponder System; HARTS HARTS AIS
1,000
3,000 2005 12 500
5
(d)
MPA 2005 4 1
MPA 8
6
1.6 IMO
IMO 1993 5 MSC
MSC/Circ.623 3 1999

6 2001 6 2002 5

MARITIME AND PORT AUTHORITY OF SINGAPORE TO IMPLEMENT TRANSPONDER SYSTEM FOR SMALL
HARBOUR CRAFT TO FURTHER ENHANCE MARITIME SECURITY,

NEWS RELEASE BY MPA, 1 JUL 2005

http://www.mpa.gov.sg/infocentre/newsreleases/2005/nr050701.htm

BOARDING OF VESSELS BY SECURITY TEAMS, PORT MARINE CIRCULAR No 10 of 2005,

MARITIME AND PORT AUTHORITY OF SINGAPORE, 1 Apr 2005
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1.7

Maritime and Coastguard Agency; MCA
Transport Security and Contingencies Directorate; TRANSEC

1998 2003 2005 2005
ISPS
AIS SSAS IMO
2
IMO
2.1
(@)
SOLAS
()
500 SOLAS
SOLAS
(ii)
SOLAS
SOLAS XI-2 ISPS DoS
(iii)
SOLAS XI-2 ISPS
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(b)

International Maritime Bureau; IMB IMO

(c)
ISPS B/8.9

(d)
ISPS B/8.9
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2.2

@)

(b)

(c)

(d)

(1)
(i)
(iif)
(iv)
)
(vi)

®
(i)

(1)

(i1)
(iii)
(iv)

(1)
(i1)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)

(ix)
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(e)
(1)
(i1)
(iii)
(iv)
)
(vij  CCTV
(vii)
(viii)
(ix)
(x)
(®
®
(i1)
(9
1)
(i)
(iii)
(iv)
)
(vi)
(h)
®
(i)
(iii)
(iv)
0]
(1)
(i1)
(iii)
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()

(k)

()

(iv)

(1)
(i1)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)
()

(1)
(i1)
(iii)
(iv)
v)
(vi)
(vii)

(viii)

(1)
(i)
(iii)
(iv)
(v)
(vi)
(vii)

(viii)

EGC
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(ix)
(x)
(x1)
(xii)
(xiii)
(xiv)
(xv)
(xvi)
(xvi)
(xviii)

(xix)

3 SOLAS

ISPS
SOLAS

ISPS
ISPS USS

SOLAS

SOLAS

[ SOLAS
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Ministerial Conference on International Transport Security

Tokyo, Japan 12-13 January 2006

2006 1 12 13

Ministerial Statement on Security in International Maritime Transport Sector

We met in January 2006 in Tokyo, Japan, to participate in the Ministerial Conference on International
Transport Security and considered directions for further enhancement of the security in international
maritime transport sector.

2006 1

We recognize that acts of terrorism pose a serious threat to international maritime transport and that acts
of piracy and armed robbery against ships recur with alarming consequences. We, therefore, believe that

it is essential to reduce the vulnerability of international maritime transport to such unlawful acts.

To this end, we welcome and support the vigorous activities undertaken by relevant international
organizations, particularly, the International Maritime Organization (IMO) and the World Customs

Organization (WCO).

In particular, we firmly believe that the provisions of chapter XI-2 of the International Convention for
the Safety of Life at Sea, 1974, as amended (1974 SOLAS Convention) and the International Ship and
Port Facility Security Code (ISPS Code), which were adopted under the auspices of IMO in December
2002 and entered into force in July 2004, and the exercise of control and compliance measures, have
greatly contributed to enhancing international maritime security, and we stress the importance of
ensuring continued compliance with these requirements.
2002 12 2004 7 1974
XI-2
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10.

We also believe that the Framework of Standards to Secure and Facilitate Global Trade, adopted in June
2005 by WCO, represents a new approach to working methods and partnership for both customs and
business.

2005 6

Furthermore, we welcome the adoption, under the auspices of IMO in October 2005, of the Protocol of
2005 to the Convention for the Suppression of Unlawful Acts Against the Safety of Maritime
Navigation, 1988 and the Protocol of 2005 to the Protocol for the Suppression of Unlawful Acts Against
the Safety of Fixed Platforms Located on the Continental Shelf, 1988.
2005 10 1988
2005 1988
2005

We note the decision of IMO to continue its work in relation to the protection of shipping lanes of
strategic importance and significance, especially the follow-up of the Jakarta Statement referred in
paragraph 10-3.

10. 3

While commending the efforts of these organizations as well as the efforts of individual States, we
believe that a continuing high priority must be given to addressing vulnerabilities in international
maritime transport by promoting further enhancement of international maritime security, bearing in

mind the significance of ensuring the efficient and legitimate flow of people and goods.

Recognizing that the effectiveness of security measures for international maritime transport will be
enhanced if they are considered and adopted by all States concerned, we reaffirm our commitment to

co-operate to enhance the security of international maritime transport.

We hereby:

1) invite IMO to consider, in cooperation with WCO, the development and adoption, as necessary,

of appropriate measures to enhance the security of the maritime transport of containers in the
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2)

3)

4)

5)

6)

international supply chain, while respecting efficiency and international harmonization;

invite IMO to undertake a study and make, as necessary, recommendations to enhance the
security of ships other than those already covered by SOLAS chapter XI-2 and the ISPS Code, in
an effort to protect them from becoming targets of acts of terrorism, piracy, or armed robbery and
to prevent them from being exploited or used as means for committing such acts;

XI-2

note with satisfaction the adoption in September 2005 of the Jakarta Statement on Enhancement
of Safety, Security and Environmental Protection in the Straits of Malacca and Singapore (the
Jakarta Statement), and in particular the agreement that a mechanism be established by the three
littoral States to meet on a regular basis with user States, the shipping industry and others with an
interest in the safe navigation through the Straits of Malacca and Singapore;

2005 9

resolve to take necessary actions, as appropriate, in response to the Jakarta Statement while
respecting fully the sovereignty of the littoral States, and note with appreciation the offer by

Malaysia to host a follow-up meeting;

urge all Contracting Governments to the 1974 SOLAS Convention to ensure the continued
compliance of port facilities located within their territory with the requirements of SOLAS
chapter XI-2 and the ISPS Code by appropriate measures which may include conducting
inspections or audits of the port facilities located within their territory;

1974

XI-2

resolve to share, to the extent possible, in an effort to promote effective implementation, best

practices on the implementation of SOLAS chapter XI-2 and the ISPS Code in relation to security
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7)

8)

in port facilities;

XI-2

resolve to continue, in cooperation with IMO and other appropriate fora, to provide necessary
assistance and support to Contracting Governments to the 1974 SOLAS Convention in enhancing
their ability and capacity to implement appropriate security measures at their port facilities
through further international and regional efforts; and

1974

further promote international co-operation in the education and training of Port State Control
(PSC) officers, through relevant regional Memoranda of Understandings for PSC, and other
officers specifically designated to exercise control and compliance measures, in order to promote
effective implementation of SOLAS chapter XI-2 and the ISPS Code.

XI-2

PSC MOU PSC
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MSC 81

E

INTERNATIONAL MARITIME ORGANIZATION 5

MARITIME SAFETY COMMITTEE MSC 81/INF.XX
81st session Date
Agenda item 5 ENGLISH Only

MEASURES TO ENHANCE MARITIME SECURITY

Security of ships not covered by the SOLAS Convention and the ISPS Code

Submitted by Japan
SUMMARY
Executive summary: This document provides the information on an investigation on possible
security measures for ships not covered by chapter XI-2 of the SOLAS
Convention.
Action to be taken: Paragraph 6

Related documents: Chapter XI-2 of the SOLAS Convention, ISPS Code, Resolution 7 of 5th
SOLAS Conference (SOLAS/CONF.5/34), MSC 78/7/2 and
MSC/Circ.1131.

Background

1 The Conference of Contracting Governments to the International Convention for the Safety of Life at
Sea, 1974, at its fifth session on 12 December 2002, adopted the resolution 7 (Establishment of appropriate
measures to enhance the security of ships, port facilities, mobile offshore drilling units on location and fixed
and floating platforms not covered by chapter XI-2 of the 1974 SOLAS Convention) to encourage, in
particular, Contracting Governments to establish, as they may consider necessary, and to disseminate, as they
deem fit, information to facilitate the interactions of ships and of port facilities to which chapter XI-2 of the
Convention applies with ships which are not covered by chapter XI-2 of the Convention. The conference
further requested Contracting Governments to inform the Organization of any action they have taken in this

respect. (SOLAS/CONF.5/34)
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2 After the conference, the Committee developed Code of practice on security in ports (MSC 78/7/2)
together with the ILO and further developed the interim guidance on voluntary self-assessment by SOLAS
contracting governments and by port facilities (MSC/Circ.1131). On the other hand, security measures for

ships not covered by chapter XI-2 of SOLAS Convention have not exhaustively been deliberated in the IMO.

3 The Ministers responsible for transport security of Australia, Canada, China, France, Germany,
Indonesia, Italy, Japan, Malaysia, Republic of Korea, Russian Federation, Singapore, the United Kingdom and

the United States met in Tokyo, Japan on 12 and 13 January 2006 and agreed to invite the IMO:

.1 to consider, in cooperation with WCO, the development and adoption, as necessary, of
appropriate measures to enhance the security of the maritime transport of containers in the

international supply chain, while respecting efficiency and international harmonization; and

2 to undertake a study and make, as necessary, recommendations to enhance the security of
ships other than those already covered by SOLAS chapter XI-2 and the ISPS Code, in an
effort to protect them from becoming targets of acts of terrorism, piracy, or armed robbery

and to prevent them from being exploited or used as means for committing such acts.

4 Taking these decisions into consideration, Japan would like to contribute to the enhencement of security

level of ships not covered by chapter XI-2 of the SOLAS Convention.

Study on security measures for ships not covered by Chapter XI-2 of SOLAS Convention

5 In response to the above mentioned issues, Japan started a study on the security measures for ships not
covered by Chapter XI-2 of SOLAS Convention. Though the study has not been completed, the outline of the
study is set out in the annex to this document.

Action requested of the Committee

6 The Committee is invited to note the information set out in the annex to this document.

* %k sk
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ANNEX

Outline of study on security measures for ships not covered by Chapter
XI-2 of SOLAS Convention

1 Purpose and items
The Japan Ship Technology Research Association (JSTRA) started a study on security measures for ships not
covered by Chapter XI-2 of SOLAS Convention. The purpose of the study was to identify appropriate security

measures for such ships. The items of the study were as follows:

1 Collection of information on security measures for ships not engaged in international voyage

and for ships less than 500 tons of gross tonnage;

2 Development of a list of possible security measures for such ships; and
3 Evaluation of effectiveness on security and difficulty on practice of security measures.
2 Collection of information on security measures

The following requirements and guidance were investigated to collect information on security measures:

1 Code of Federal Regulation (CFR) of the United States;

2 Maritime Transportation Security Regulations of Canada;

3 Maritime Transport Security Act 2003 of Australia;

4 Common rules of the European Union;

.5 Harbour Craft Security Code (HCSC) by the Maritime and Port Authority of Singapore
(MPA);

.6 Guidance published by the Maritime and Coastguard Agency and Transport Security and

Contingencies Directorate of the United Kingdom; and

’ The study was conducted by a committee of experts for maritime security, under the chairmanship by Dr. S.
Ota, the National Maritime Research Institute, established by the JSTRA. For detailed information, please
contact the following persons:

S. Ota, NMRI: ohta@nmri.go.jp

N. Nakagawa, JSTRA: nakagawa@jstra.jp
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i Relevant IMO instruments, e.g., Guidance to shipowners and ship operators, shipmasters and

crews on preventing and suppressing acts of piracy and armed robbery against ships

(MSC/Circ.623/Rev.3)

Based on the above mentioned requirements and guidance, various security measures were investigated.

3 Development of a list of possible security measures

To develop a list of possible security measures, the threats for smaller ships were considered. It was noted that

threats on use of smaller ships as means of terrorist attack or smuggling could be higher than those of larger

ships.

Note: Examples of use of small boats as means of terrorist attack were the attacks to USS Cole on

12 October 2000 and to French oil tanker Limburg on 6 October 2002.

Then, possible security measures in the following categories were considered.

.1 Security measures by ships and shipping companies

1.1 Navigational management, e.g., recognition of high risk area

1.2 Information management, e.g., protection of confidential information

1.3 General precautions e.g., illumination

1.4 Physical protection, e.g., door lock

1.5 Surveillance, e.g., watch keeping during berthing

.1.6 Patrol (on board)

1.7 Access control

1.8 Cargo security, e.g., supervision of cargo handling

1.9 Management of ship's store

.1.10  Emergency action, e.g., installation of long range acoustic device

157



.1.11  Communication including emergency alerting and monitoring of INMARSAT

Enhanced Group Calling, etc.

.1.12  Establishment of security management system of ships and shipping companies

2 Security measures by govenments, port authorities, etc., e.g., ship registration systems,

enhanced control of use of water area.

Through the consideration, about one hundred of security measures were listed.

4 Evaluation of effectiveness on security and difficulty on practice

On each security measures listed, the effectiveness on security and difficulty on practice of the security

measures have been evaluated. This work has not been finalized at the time of submission of this document.
5 A plan for future
The study on security measures for ships not covered by Chapter XI-2 of SOLAS Convention will be

continued in these years to provide information for the consideration by the Maritime Safety Committee for

the purpose of enhancement of maritime security.
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ABI
ACE
ACH
ACS
AIS
AMS
AMS
APEC
ASN
ASTM
B/L, BL
BASC
BIMCO
BOLERO
BRASS
BTO
C&F
CALS
CBP
CBP
CBP
CcCC
CFR
CFR
CFS
CIF

CIP
CKD
CLP
COA
CSC
CSI
CSO
C-TPAT
CTTF
Ccy

Automated Broker Interface

Automated Commercial Environment
Automated Clearinghouse

Automated Commercial System

Automatic Identification System

Area Maritime Security Committees
Automated Manifest System

Asia-Pacific Economic Cooperation Conference
Advanced Shipping Notice

American Society for Testing and Materials
Bill of lading

Basic Anti-Smuggling Coalition

an international shipping association

Bill of Landing Europe

Border Release Advanced Selectivity System
Build To Order

Cost and Freight

Continuous Acquisition and Life-cycle Support
U.S. Customs and Border Protection

U.S. Customs and Border Protection

Bureau of Customs and Border Protection
Customs Cooperation Council

the Code of Federal Regulations

Cost and Freight

Container Freight Station

Cost, Insurance and Freight

Carriage and Insurance paid to

Complete Knocked Down

Container Loading Plan

Contract of Affreightment

Convention on Safe Containers

Container Security Initiative

Company Security Officer

Customs Trade Partnership Against Terrorism
Counter Terrorism Task Force

Container Yard
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D/R Dock Receipt

DAF Delivered at Frontier

DDC Destination Delivery Charge

DEQ Delivered Ex Quay

DES Delivered Ex Ship

DHS Department of Homeland Security

DOT The Department of Transportation

E/D Export Declaration

ECC Electronic Customs Clearance

EDEN Electronic Delivery for Negotiable Documents
EDI Electronic Data Interchange

EIR Equipment Interchange Receipt

ETA Estimated Time of Arrival

ETD Estimated Time of Departure

FAA Federal Aviation Act

FAK Freight All Kind

FAL Facilitation Committee

FAST Free and Secure Trade

FAZ Foreign Access Zone

FCL Full Container Load Cargo

FDA U.S.Food and Drug Administration

FEU Forty-foot Equivalent Units

FMC Federal Maritime Committee

FOB Free on Board

FOC Flag of Convenience

FTZ Free Trade Zone

HS Harmonized commodity description and coding System
/v Invoice

IACS International Association of Classification Societies
IATA International Air Transport Association

ICC International Chamber of Commerce

ICCL International Council of Cruise Lines

ICE Integration and Customs Enforcement

ICS Integrated Cargo System

ICS International Chamber of Shipping

ILWU the International Long shore and Warehouse Union
IMO International Maritime Organization

INTERCARGO International Association of Dry Cargo Shipowners
INTERTANKO International Association of Independent Tanker Owners

IPI Service Interior Point Intermodal Service
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IPTA International Parcel Tankers Association

ISO Inaternational Organization of Standarization
ISPS International Ship and Port facility Security
ISSC International Ship Security Certificate

ITDS International Trade Data System

ITF International Transport Worker's Federation
ITS Intelligent Transport Systems

JSA The Japanese Shipowners' Association

L/C Letter of Credit

LASH Lighter Aboard Ship

LCL Less than Container Load Cargo

MOU Memorandum of Understanding

MTO Multi-modal Transport Operators

MTSA Maritime Transportation Security Act of 2002
MTSA Maritime Transportation Security Act
NACCS Nippon Automated Cargo Clearance System
NAFTA North American Free Trade Agreement
NVOCC Non-Vessel Operating Common Carrier

(ON® Operation Safe Commerce

P&l Protection and Indemnity Insurance

P/L Packing List

PFSA Port Facility Security Assessment

PFSO Port Facility Security Officer

PFSP Port Facility Security Plan

PNW Pacific Northwest

PSC Port State Control

PSW Pacific Southwest

RFID Radio Frequency Identification

S.C.NET Shipper/Carrier Shipping Information Network System
S.ENET Shipper/Forwarder Network System

S/IC Service Contract

S/1 Shipping Instruction

SCM Supply Chain Management

SCST The Strategic Council on Security Technology
Sea-NACCS Sea-Nippon Automated Cargo Clearance System
SOLAS The International Convention for the Safety of Life at Sea
SSA Ship Security Assessment

SSO Ship Security Officer

SSp Ship Security Plan

SST Smart and Secure Tradelanes
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TECS
TEU
THC
TSA
TWIC
UCP
UCRN
USCG
VDR
WCO

Treasury Enforcement Communication System
Twenty-foot Equivalent Units

Terminal Handling Charges

Transportation Security Administration

Transportation Worker Identification Credential
Uniform Customs and Practice for Documentary Credits
Unique Consignment Reference Number

United States Coast Guard

Voyage Data Recorder

World Customs Organization
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5 SOLAS 9

CONFERENCE RESOLUTION 9
(adopted on 12 December 2002)

ENHANCEMENT OF SECURITY IN CO-OPERATION WITH THE
WORLD CUSTOMS ORGANIZATION
(Closed Cargo Transport Units)

THE CONFERENCE,

HAVING ADOPTED amendments to the International Convention for the Safety of Life at Sea, 1974,
as amended (hereinafter referred to as "the Convention"), concerning special measures to enhance maritime

safety and security,

RECOGNIZING the important contribution that the implementation of the special measures adopted
will make towards the safe and secure operation of ships, for pollution prevention and for the safety and

security of those on board and ashore,

RECOGNIZING ALSO the need to address and establish appropriate measures to enhance the security

of ships and of port facilities in aspects other than those covered by chapter XI-2 of the Convention,

RECALLING that the Convention on Facilitation of International Maritime Traffic, 1965 already
contains requirements related to the provision to administrations of commercial data related to the movement

of cargoes by sea,

RECOGNIZING FURTHER the need to include, in due course, in the Convention appropriate
requirements to address specifically the security of closed cargo transport units (hereinafter referred to as
"closed CTUs") and that such requirements will further enhance and positively contribute towards the
international efforts to ensure maritime security and to prevent and suppress acts threatening the security in the

maritime transport sector,

FURTHERMORE RECOGNIZING the inter-modal and international nature of closed CTUs
movements, the need to ensure security of the complete supply chain and the respective roles of, all those

involved,

RECALLING ALSO the role of frontier agencies, in particular Customs Administrations, in controlling
the international movement of closed CTUs, COGNIZANT of the competencies and work of the World

Customs Organization (hereinafter referred to as "the WCQO") in the area of international maritime transport,

RECALLING FURTHER the long-standing co-operation of the International Maritime Organization

(hereinafter referred to as "the Organization") with the WCO in the area of international maritime transport,

NOTING with satisfaction the signing on 23 July 2002 of a Memorandum of Understanding to

strengthening the co-operation between the two Organizations,

1. INVITES the WCO to consider, urgently, measures to enhance security throughout international
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movements of closed CTUs;

2. REQUESTS the Secretary-General of the Organization to contribute expertise relating to maritime

transport and, in particular, to the carriage of closed CTUs' by sea to the discussions at the WCO;

3. AGREES that the Convention should be amended, if and when appropriate, to give effect to relevant
decisions taken by the WCO and endorsed by the Contracting Governments to the Convention insofar as they

relate to the carriage of closed CTUs by sea;

4. REQUESTS the Secretary-General of the Organization to transmit a copy of this resolution to the
Secretary-General of the WCO.

164



6
Draft Security Provisions in the BC Code
SECURITY PROVISIONS
Introductory note

The provisions of this chapter address the security of bulk cargoes in transport by sea. It should be
borne in mind that some substances shipped as bulk cargo may through their intrinsic nature, or when shipped
in combination with other substances, be used as constituents for, or enhance the effect of weapons used in the
commission of unlawful acts. (It should also be borne in mind that ships used to carry bulk cargoes may also
be used as a means to transport weapons, irrespective of the nature of the cargo carried.) National competent
authorities may apply additional security provisions, which should be considered when offering or transporting

bulk cargoes. The provisions of this chapter remain recommendatory except x.1.1.
x.1 General provisions for companies, ships and port facilities

x.1.1 The relevant provisions of chapter XI-2 of SOLAS 74, as amended, and of part A of the International
Ship and Port Facility Security (ISPS) Code apply to companies, ships and port facilities engaged in
the handling and transport of bulk cargoes and to which regulation XI-2 of SOLAS 74, as amended,
apply taking into account the guidance given in part B of the ISPS Code.

x.1.2 Due regard should be given to the security-related provisions of the ILO/IMO Code of practice on
security in ports and the IMDG Code, as appropriate.

x.1.3 Any shore-based company personnel, ship based personnel and port facility personnel engaged in the
handling and transport of bulk cargoes should be aware of any security requirements for such
cargoes, in addition to those specified in the ISPS Code, and commensurate with their

responsibilities.

x.1.4. The training of the company security officer, shore-based company personnel having specific
security duties, port facility security officer and port facility personnel having specific duties,
engaged in the handling and transport of bulk cargoes, should also include elements of security
awareness related to the nature of those cargoes, for example where such cargoes are materials

hazardous only in bulk.

x.1.5 All shipboard personnel and port facility personnel who are not mentioned in x.1.4 and are engaged
in the transport of bulk cargoes should be familiar with the provisions of the relevant security plans

related to those cargoes, commensurate with their responsibilities.
X.2 General provisions for shore-side personnel

x.2.1 For the purpose of this subsection, Shore-side personnel covers individuals such as those who:
- prepare transport documents for bulk cargoes;
- offer bulk cargoes for transport;

- accept bulk cargoes for transport;
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x.2.2

x.2.3

x.2.3.1

x.2.3.2

x.2.3.3

x.2.3.4

x.3

x.3.1

- handle bulk cargoes;
- prepare bulk cargoes loading / stowage plans;
- load / unload bulk cargoes into /from ships;

- enforce or survey or inspect for compliance with applicable rules and -regulations; or are
otherwise involved in the handling and transport of bulk cargoes as determined by the

competent authority.

However, the provisions of x.2 do not apply to:

- the company security officer and appropriate shore-based company personnel mentioned in

section A/13.1 of the ISPS Code,

- the ship security officer and the shipboard personnel mentioned in sections A/13.2 and A/13.3
of the ISPS Code,

- the port facility security officer, the appropriate port facility security personnel and the port
facility personnel having specific security duties mentioned in sections A/18.1 and A/18.2 of
the ISPS Code.

For the training of those officers and personnel, refer to the International Ship and Port Facility

Security (ISPS) Code.

Shore-side personnel engaged in transport by sea of bulk cargoes should consider security provisions

for the transport of bulk cargoes commensurate with their responsibilities.
Security training

The training of shore-side personnel shall also include elements of security awareness, the need to
control access to cargoes and ships, and general guidance on the types of bulk cargoes of security

significance.

Security awareness training should address the nature of security risks, recognizing security risks,
methods to address and reduce risks and actions to be taken in the event of a security breach. It
should include awareness of security plans (if appropriate, refer to x.3) commensurate with the

responsibilities of individuals and their part in implementing security plans.

Such training should be provided or verified upon employment in a position involving transport of

bulk cargoes by sea and should be periodically supplemented with retraining.

Records of all security training undertaken should be kept by the employer and made available to the

employee if requested.
Provisions for bulk cargoes with high potential security implications

For the purposes of this section, high consequence bulk cargoes with high potential security
implications are those which have the potential for misuse in an unlawful act and which may, as a
result, produce serious consequences such as mass casualties or mass destruction, for example

oxidising agents.
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x.3.2

x.3.3

x.3.4

The provisions of this section apply to ships and to port facilities not covered by SOLAS chapter XI-
2 and the ISPS Code.

Consignors and others engaged in the transport of bulk cargoes with high potential security

implications should adopt, implement and comply with a security plan that addresses at least the

elements specified in x.3.4.

The security plan should comprise at least the following elements:

1

specific allocation of responsibilities for security to competent and qualified persons with

appropriate authority to carry out their responsibilities;

records of bulk cargoes with high potential security implications or types of bulk cargoes with

high potential security implications transported;

review of current operations and assessment of vulnerabilities, including intermodal transfer,

temporary transit storage, handling and distribution, as appropriate;

clear statements of measures, including training, policies (including response to higher threat
conditions, new employee/employment verification, etc.), operating practices (e.g. choice/use
of routes where known, control of access to ships, bulk cargo storage and loading areas,
proximity to vulnerable infrastructure, etc.), equipment and resources that are to be used to

reduce security risks;

effective and up to date procedures for reporting and dealing with security threats, breaches of

security or security-related incidents;

procedures for the evaluation and testing of security plans and procedures for periodic review

and update of the plans;
measures to ensure the security of transport information contained in the plan; and

measures to ensure that the distribution of transport information is limited as far as possible.
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7

IMDG Code 1.4
MSC 81

CHAPTER 14
SECURITY PROVISIONS
Introductory note

The provisions of this chapter address the security of dangerous goods in transport by sea. National competent
authorities may apply additional security provisions, which should be considered when offering or transporting

dangerous goods. The provisions of this chapter remain recommendatory except 1.4.1.1 (see 1.1.1.5).
1.4.1 General provisions for companies, ships and port facilities

1.4.1.1 The relevant provisions of chapter XI-2 of SOLAS 74, as amended, and of part A of the International
Ship and Port Facility Security (ISPS) Code apply to companies, ships and port facilities engaged in
the transport of dangerous goods and to which regulation XI-2 of SOLAS 74, as amended, apply
taking into account the guidance given in part B of the ISPS Code.

1.4.1.2 For cargo ships of less than 500 gross tons engaged in the transport of dangerous goods, it is
recommended that Contracting Governments to SOLAS 74, as amended, consider security

provisions for these cargo ships.

1.4.1.3  Any shore-based company personnel, ship based personnel and port facility personnel engaged in the
transport of dangerous goods should be aware of the security requirements for such goods, in

addition to those specified in the ISPS Code, and commensurate with their responsibilities.

1.4.1.4 The training of the company security officer, shore-based company personnel having specific
security duties, port facility security officer and port facility personnel having specific duties,
engaged in the transport of dangerous goods, should also include elements of security awareness

related to those goods.

1.4.1.5 All shipboard personnel and port facility personnel who are not mentioned in 1.4.1.4 and are
engaged in the transport of dangerous goods should be familiar with the provisions of the relevant

security plans related to those goods, commensurate with their responsibilities.
14.2 General provisions for shore-side personnel

1.4.2.1 For the purpose of this subsection, Shore-side personnel covers individuals mentioned in 1.3.1.2.

However, the provisions of 1.4.2 do not apply to:

- the company security officer and appropriate shore-based company personnel mentioned in
13.1 of part A of the ISPS Code,

- the ship security officer and the shipboard personnel mentioned in 13.2 and 13.3 of part A of
the ISPS Code,
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1.4.2.2

1.4.2.3

1.4.23.1

1.4.2.3.2

14233

14234

1.4.3

1.43.1

- the port facility security officer, the appropriate port facility security personnel and the port
facility personnel having specific security duties mentioned in 18.1 and 18.2 of part A of the
ISPS Code.

For the training of those officers and personnel, refer to the International Ship and Port Facility
Security (ISPS) Code.

Shore-side personnel engaged in transport by sea of dangerous goods should consider security

provisions for the transport of dangerous goods commensurate with their responsibilities.
Security training

The training of shore-side personnel, as specified in chapter 1.3, shall also include elements of

security awareness.

Security awareness training should address the nature of security risks, recognizing security risks,
methods to address and reduce risks and actions to be taken in the event of a security breach. It
should include awareness of security plans (if appropriate, refer to 1.4.3) commensurate with the

responsibilities of individuals and their part in implementing security plans.

Such training should be provided or verified upon employment in a position involving dangerous

goods transport and should be periodically supplemented with retraining.

Records of all security training undertaken should be kept by the employer and made available to the

employee if requested.
Provisions for high consequence dangerous goods

For the purposes of this section, high consequence dangerous goods are those which have the
potential for misuse in a terrorist incident and which may, as a result, produce serious consequences
such as mass casualties or mass destruction. The following is an indicative list of high consequence

dangerous goods:

Class 1 Division 1.1 explosives
Class 1 Division 1.2 explosives
Class 1 Division 1.3 compatibility group C explosives
Class 1 Division 1.5 explosives

Class 2.1  Flammable gases in quantities greater than 3000 1 in a road tank vehicle, a railway tank

wagon or a portable tank
Class 2.3  Toxic gases

Class 3 Flammable liquids of packing groups I and II in quantities greater than 3000 | in a road

tank vehicle, a railway tank wagon or a portable tank

Class 3 Desensitized liquid explosives
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1432

1433

1.4.3.4

Class 4.1  Desensitized solid explosives

Class 4.2  Goods of packing group I in quantities greater than 3000 kg or 3000 1 in a road tank

vehicle, a railway tank wagon, a portable tank or a bulk container

Class 4.3  Goods of packing group I in quantities greater than 3000 kg or 3000 1 in a road tank

vehicle, a railway tank wagon, a portable tank or a bulk container

Class 5.1 Oxidizing liquids of packing group I in quantities greater than 3000 I in a road tank

vehicle, a railway tank wagon or a portable tank

Class 5.1  Perchlorates, ammonium nitrate and ammonium nitrate fertilizers in quantities greater
than 3000 kg or 3000 1 in a road tank vehicle, a railway tank wagon, a portable tank or

a bulk container
Class 6.1  Toxic substances of packing group I

Class 6.2  Infectious substances of category A (UN Nos.2814 and 2900)

Class 7 Radioactive material in quantities greater than 3000 A1 (special from) or 3000 A2, as
applicable, in sxpeB-ertype-C Type B(U) or Type B(M) or Type C packages

Class 8 Corrosive substances of packing group I in quantities greater than 3000 kg or 3000 1 in

a road tank vehicle, a railway tank wagon, a portable tank or a bulk container

The provisions of this section do not apply to ships and to port facilities (see the ISPS Code for ship

security plan and for port facility security plan).

Consignors and others engaged in the transport of high consequence dangerous goods should adopt,

implement and comply with a security plan that addresses at least the elements specified in 1.4.3.4.
The security plan should comprise at least the following elements:

A specific allocation of responsibilities for security to competent and qualified persons with

appropriate authority to carry out their responsibilities;
2 records of dangerous goods or types of dangerous goods transported;

3 review of current operations and assessment of vulnerabilities, including intermodal transfer,

temporary transit storage, handling and distribution, as appropriate;

4 clear statements of measures, including training, policies (including response to higher threat
conditions, new employee/employment verification, etc.), operating practices (e.g. choice/use
of routes where known, access to dangerous goods in temporary storage, proximity to
vulnerable infrastructure, etc.), equipment and resources that are to be used to reduce security

risks;
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.5 effective and up to date procedures for reporting and dealing with security threats, breaches of

security or security-related incidents;

.6 procedures for the evaluation and testing of security plans and procedures for periodic review

and update of the plans;
v measures to ensure the security of transport information contained in the plan; and

8 measures to ensure that the distribution of transport information is limited as far as possible.
(Such measures shall not preclude provision of transport documentation required by chapter
5.4 of this Code.)

1.4.3.5 For radioactive material, the provisions of this chapter are deemed to be complied with when

the provisions of the Convention on Physical Protection of Nuclear Material and of IAEA

INFCIRC/225 (Rev.4) are applied.
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